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Good afternoon Chairman Mendelson and other members of the Council who are present
on the dais today. My name is Anthony F. Pompa and I am the Deputy Chief Financial
Officer for Financial Operations and Systems. I am here today to present testimony on the
progress made toward resolving deficiencies reported by the independent auditors as a
result of their audit of the District’s FY 2012 Comprehensive Annual Financial Report
(CAFR).

The Office of Financial Operations and Systems (OFOS) is responsible for maintaining
effective systems of accountability and fiscal discipline throughout the District’s financial
operations. In keeping with its mission, on an on-going basis, OFOS routinely assesses the
District’s accounting and financial reporting practices in an effort to enhance business
processes, maximize operational efficiency, and strengthen internal controls. A critical part of
this internal assessment involves the review and analysis of deficiencies and recommendations

reported by the CAFR auditors each year.

To fully address the findings reported by the auditors, OFOS uses a formal remediation process
which was first developed and implemented by OFOS in FY 2007. At that time, the main
focus of our remediation efforts centered on the audit findings reported in the FY 2007 Yellow
Book Report. Consequently, the process established to address the reported issues became

known as the Yellow Book Remediation Process.
OVERVIEW OF THE YELLOW BOOK REMEDIATION PROCESS

The Yellow Book Remediation Process is a District-wide process that involves the
collaborative efforts and active participation of financial and program staff at the affected
agencies, OIO auditors and other key District stakeholders (e.g., Office of the City
Administrator and the Council.) (See Attachment A — Remediation Assignments Matrix)
The approach used to address and resolve audit findings involves a comprehensive analysis of

each finding in order to gain a full understanding of the reported issues. In addition, the
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process also requires the development of detailed corrective action plans by subject matter
experts (SMEs) at the affected agencies. Focused remediation efforts typically start in late
March/early April each year and continue throughout the remainder of the fiscal year until
September 30", In remediating the audit findings, our goal is to ensure that the necessary steps

are taken to prevent the recurrence of reported deficiencies in the subsequent fiscal year.

Each reported finding is assigned to an OFOS liaison who works closely with the designated
agency SME (or Agency Liaison) to analyze the reported findings. Although the OFOS
Liaison coordinates and monitors the remediation of assigned findings, the SME is responsible
for developing a corrective action plan that is fully responsive to the reported findings and

implementing the planned corrective actions.

Agencies use a standardized template to develop a detailed corrective action plan that
specifically addresses their respective findings. On a weekly basis, Agency Liaisons submit a
corrective action plan status report to their designated OFOS Liaison. These status reports are
used to monitor the progress of remediation efforts and to determine whether planned
milestones are being achieved. (See Attachment B — Agency Corrective Action Plan Status
Reports as of May 28, 2013) As planned corrective action steps are completed, OFOS notifies
the Office of Integrity and Oversight (OIO). OIO internal auditors then perform the necessary
procedures to confirm that action steps have been satisfactorily completed. To further enhance
the effectiveness of the remediation process, a Yellow Book Oversight Committee, comprised
of OFOS Liaisons, agency representatives (program and financial staff) and OIO internal
auditors, meets periodically to monitor progress of remediation efforts and enforce the timely
implementation of planned corrective actions (See Attachment C — Yellow Book Oversight
Committee Members (FY 2012 CAFR)). Historically, these meetings have been well-

attended and have provided a forum for meaningful discussion and strategy development.

OFOS prepares various reports (e.g., Remediation Flash Report) (See Attachment D-
Remediation Flash Report No. 1 (Dated May 3, 2013)) to apprise interested parties of the

status of remediation activities. OFOS also issues a “Red Alert Report” on an as-needed basis,
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to notify key OCFO managers, Council representatives and the Office of the City
Administrator of issues which may threaten the successful remediation of findings. (See

Attachment E — Red Alert Report)

SUMMARY OF FY 2012 DEFICIENCIES

Audit findings are categorized according to their level of severity and are grouped as follows:
material weaknesses which are the most severe breaches in internal controls, significant
deficiencies which are less severe in nature but nonetheless require immediate resolution to
prevent them from becoming material weaknesses, and management letter comments which
represent other reportable conditions which should be corrected in order to enhance internal

controls or otherwise improve operational efficiency.

As in the prior year, the independent auditors reported no material weaknesses in the FY 2012
Yellow Book Report. However, significant deficiencies were reported in the following four
areas: general information technology controls, procurement and disbursement controls, tax
revenue accounting and reporting, and financial reporting for capital assets. The numbers of

specific conditions (by area) were as follows:

Number of Specific
Area Conditions
General Information and Technology Controls 13
Procurement and Disbursement Controls 51
Tax Revenue Accounting and Reporting 5
Financial Reporting for Capital Assets 4
TOTAL 73




In addition, KPMG (the District’s independent auditors) reported 37 management letter

comments in the following areas:

Area Number of Comments

Cash and Investments 4
Contingent Liabilities 1
Disability Compensation 2
Capital Assets 3
Grants Management 9
Revenue 8
Loans Receivable 1
Inadequate Documentation of New Hires and 1
Terminated Employees
Inadequate Management Review of Statements on 1
Standards for Attestation Engagement 16 Reports
District of Columbia Public Schools 7

TOTAL 37

Progress of Remediation To-Date

The Yellow Book remediation process for the FY 2012 findings officially began with a Kick-
Off session on March 27, 2013. Representatives from the affected agencies, OIO, OFOS as
well as the Office of the City Administrator and the Council were in attendance. The purpose
of the Kick-Off session was to explain the required process and to address questions pertaining
to the process. Since the March 2013 Kick-Off, significant progress has been made toward
developing and implementing the necessary corrective actions. Agencies have formulated 191
corrective action steps to address the 73 specific significant deficiencies reported by KPMG.
As of May 28, 2013, 86 or 45.0% of the planned corrective action steps had been implemented



by the agencies. A breakdown of planned vs. completed (implemented) action steps is as

follows:
Area of Deficiency Number of | Number | Number of | Percentage
Specific of Action of Action
Conditions | Planned Steps Steps
Action | Completed | Completed
Steps
General Information Technology 13 109 54 49.5%
Controls
Procurement and Disbursement 51 30 14 46.7%
Controls
Tax Revenue Accounting and 5 23 10 43.5%
Reporting
Financial Reporting for Capital Assets 4 29 8 27.6%
TOTALS 73 191 86 45.0%

To more comprehensively address the reported issues related to capital assets, OFOS is
establishing a centralized capital assets management team comprised of accountants skilled in
recording, tracking, monitoring and accounting for capital assets. This team will be responsible
for recording capital assets by asset class, tracking the physical location of capital assets, and
ensuring the timely and accurate recording of disposals in the financial system. In addition, the
capital assets management team will coordinate and manage the physical inventories taken of
capital assets and will be instrumental in establishing policies and procedures governing
capital asset accounting and management, including the transfer of completed projects from

Construction in Progress (CIP) to capital assets.

OFOS also recognizes the importance of addressing the reported management letter comments.
However, our ability to address all FY 2012 management letter comments in addition to the
Yellow Book findings is limited by time constraints and a lack of available resources.
Therefore, we are using a risk-based approach in attacking the management letter comments

and focusing on those which may more quickly become Yellow Book findings if not addressed

now.



Corrective actions related to the Yellow Book deficiencies are on target for completion
consistent with the planned implementation deadlines. No major problems have been reported

to OFOS or the Yellow Book Remediation Committee that will threaten resolution of findings

as planned.

Mr. Chairman, this concludes my formal testimony. I would be happy to answer any

questions you may have at this time. Thank you.
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MATRIX
Remediation Assignments
{FY 2012 Comprehensive Annual Financial Report (CAFR)

General Information Technology Controls

System:
ACEDS Jesse Dolojan Denise Nedab DHS Tony The, Elizabeth Jowi
BANNER lesse Dolojan Albert Casciero upc Tony The, Elizabeth Jowi
BARTS, DOCS, DUTAS lesse Dolojan Thomas Luparelto DOES [Tony The, Elizabeth Jowi
CAMA, TAS lesse Dolojan Johnnie Simmons York QOTR/OCIO |Tony The, Elizabeth Jowi
iINOVAH, SOAR lesse Dolojan Lillian Copelin OFT/OCIO [Tony The, Elizabeth Jowi
MEDITECH Jesse Dolojan Ron Walker UMC/DHS | Tony The, Elizabeth Jowi
PASS, PEOPLESOFT Jesse Dolojan Shirley Kwan-Hui OCTO [Tony The, Elizabeth Jowi
TACIS Jesse Dolojan Loretta Walker MPD Tony The, Elizabeth Jowi

Procurement and Disbursement Controls Cassandra Alexander Yinka Alao ocCp John Cashmon, Esther Sawyer
Joseph Giddis OCFO  [John Cashmon, Esther Sawyer

J.W. Lanum DCGS  |John Cashmon, Esther Sawyer

Munetsi Musara DCPS |John Cashmon, Esther Sawyer

Purchase Card Michelle McNaughton  [Yinka Alao QcCP John Cashmon, Esther Sawyer
Quick Payment Act Deena Parker Martha Hopkins OFOS  |Esther Sawyer, Hassan Shode
Munetsi Musara DCPS  |Esther Sawyer, Hassan Shode

TongYu _______[geth Spooner oTR
E OFOS  [Khaled Abdel-ghany, Bernard Baranosky

Tax Revenue Accounting and Reporting Tisha Edwards, Prince Washaya

Financial Reporting for Capital Assets Cassandra Alexander

High Risk Management Letter Comment;:
Cash and Investments

Elizabeth Jowi
Elizabeth Jowi

Michelle McNaughton  |Tonja Lowe

Jeffrey Barnette




ATTACHMENT B
AGENCY CORRECTIVE ACTION PLAN STATUS REPORTS
(As of May 28, 2013)



GENERAL INFORMATION TECHNOLOGY CONTROLS






DEPARTMENT OF HUMAN SERVICES - ACEDS
CORRECTIVE ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

S S ) # Completed | #Ready for | # Verifled as
o . {Per Agency} Review Completed
{Per GFOS) (Per QIO)

Exviail Addrass On Traek? -

: s - Phone Niamber:.:.| - - .
Jesse Dolojan (202) 442-8331 Jesse.Dalojan@dec.gov Completad
(202) 442-8294 ong. The@dc.gov

(202) 442-8306 Elizabeth.fowi@dc.pov _“ N

Deborah Carroll (202) 698-3906 Debaorah.Carroll@de.gov E

Morris Thorpe (202) 671-4466 Morris. Torpe@dc.gov

Deloras Shepherd {202) 671-4220 Deleras.Shepherd@dc.gov

"% .-'| ACEDS: Access to Programs and Data

Conditions:
‘|1. Failure to istently restrict privileged and general user access to key financial applications in accardance with employee job responsi

ities or segregation of duties cansiderations.

|2 Inconsistent performance and documentation of both physical and logical user access administration activities, including the approval of new user access and access changes, periodic review of user access rights, including whether user
. |access is commensurate with job responsibilities, and timely removal of User access upon employee termination.

{3 Use of generic accounts to perform systemn administration or end user functions within key applications without adequate monitering controis over such activities.

e :|4. Failure to update the policy that defines the minimum passward configuration requirements for the District’s Information Technology {IT) systems in approximatefy seven years. Further, inquiry and inspection procedures performed

indicate that the policy was not effectively communicated to responsible personnel. Specifically, we determined:
a. The Office of the Chief Technology Officer (OCTO} Password Management Palicy, last revised in November 2004, does not require that systems be configured to automatically lock out user accounts after a predefined number of invalid log-

{an attempts,

b. There were various inconsistencies between the requirements autlined in the OCTO Password Management Policy and configurations set within certain applications and their supporting databases and oparating systems.

c. There is potentially confusing language around the scope of the palicy, which indicates it is to include “all District Government agencies and all users of DC Government: computing equipment” when, in fact, the Office of the Chief Financial

Officer (OCF() is not under the direction of this policy.

":|Related to Access to Programs and Data controls, KPMG recommends that management:

{8. Assess and update or, as applicable, develop and document access management policies and procedures for production applications and underlying infrastructure systems. These pelicies and procedures should address requirements for

clearly documenting user access requests and supervisary authorizations, periodic reviews of the appropriateness of user access by agency business management, timely communication of employee separations/transfers, and

-~ |disablement/remaval of the related user access. Management should formally communicate policies and procedures to controf owners and performers, Further, management should institute a formalized process to monitor adherence to
#| policies and procedures related to key controls and, as performance deviations are identified, follow up as appropriate.

' |b. Develop and implement controls that establish organizational and lagical segregation between program development roles, production administration roles, and business end user roles among different individuals or, independently
:|performed monitoring of the activities of users provided with canflicting system access over the activities of the developers [and other individuals) with administrative access that requrire the documentation of monitoring activities as well as
.|fellow up on any suspicious behavior within the system.

<. Restrict the use of generic IDs or, if such access is required, implement independent monitoring of the activities performed using generic IDs.

d. Develop and formally document the physieal access management policy and procedures for all server rooms, We recommend that these include, ata minimum, procedural and decumentary requirements for:

Requesting and approving physical access;

. Timely disablement,/remaval of physical aceess rights during instances of employee separations; and

i. Performing periodic reviews of access in consideration of users’ ongoing need to retain physical access, and the madification of any updates required a3 a result of inappropriate access identified during the review process.




DEPARTMENT OF HUMAN SERVICES - ACEDS
CORRECTIVE ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013
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Action Plan'Steps: : Jescrigtion : i * Completion::{-%i0n Track?: & E
1- Deficiency #1-  [Management policies and procedures for production applications and Jeffrey Borkman, 30-Apr-13 Completed
Recommendation a. |underlying infrastructure systems have been updated in the 2013 version |ESA Deputy
of the ACEDS Security Manual to address requirements for clearly
documenting user access request and supervisory autharizations,
Information Systems
fnis1
2 -Deficiency #1;  |Periodic raviews of the apprapriateness of user access by agency business  [leffrey Borkman, 1-Apr-13 30-5ep-13
Recommendation a. |management are currently in place during security reviews, which are ESA Deputy
conducted at each site that houses ACEDS usets. Security reviews are held
twice yearly at all DHS, ESA Service Centers and once a year at all other
locations. Center Managers must sign off on the Security Review Information Systerns
Acknowledgement form when the review is completed. A written report of {(DIS)
findings ise submitted to the Deputy Administrator for Division Information
Systems {DI5) following each review. The updated security review
schedule is listed in the revised ACEDS Security Manual.
3- Deficiency #1; Instructions that Program Managers are to provide timely communication |Jeffrey Borkman, 1-Apr-13 30-Apr~13| Completed
Recommendation a. |of employee separations/transfers, and disablement/remaval of the ESA Deputy
related user access are also delineated in the revised ACEDS Security Administrator,
Manual and is demonstrated in previous and recent communications as Division of
evidenced in the attachments. Informatien Systems
sy
4- Defi y#l;  EM 1ent formally communicated the updated policies and procedures |Boyle Stuckey, DHS, 1-Apr-13 30-Apr-13| Completed
Recommendation a. |to control owners and performers, initially in March 2011, via ema Office of
Information Systems
5- Deficiency #1; [Management instituted a formalized process to monitor adherence to Jeffrey Barkkman, 30-Apr-13 30-Sep-13 8
Recommendation a. |policies and procedures related to key controls and, as performance ESA Deputy
deviations are identified, and follow up as approptiate. The 2013 version | Administrator,
of the ACEDS Security Manual provides the formalized process to monitor | Division of
adherence to policies and procedures related to key controls, ACEDS Infermation Systems
Security Officer reviews each Service Center location twice a year andall  |{DIS)
other [ocations once per year. A written report of findings, including
identified performance deviations, will be submitted to the Deputy
Administrator for Information Systems following each review. The report
will include an evaluation of users’ access rights with respect to current job
responsibilities. ‘ ;
6-Deficiency #1;  [Controls that estaklish organizational and logical segregation between user |Boyle 1-Apr-13 30-Apr-13| Completed
Recommendation b. |roles among different individuais are already in place given that the Stuckey,Interim
Pregram Developers are assigned to and work out of the Office of Chief Information
Information Systems {OIS); the production administration is orchestrated  |Officer {CIO], DHS,
from the Office of the Chief Technology Officer (OCTO); and the business  |Office of
end user is the Economic Security Administration {ESA), whose staff is Infarmation Systems
separate from OCTC and QIS.




DEPARTMENT OF HUMAN SERVICES - ACEDS
CORRECTIVE ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

7- Deficiency #1;  |Noone with generic IDs has update capability, only system inquiry is Jeifrey Borkman, 1-Apr-13 30-Apr-13 Completed X X
Recommendation ¢. |accessible. Independent monitoring of generic ID use is not necessary. ESA Deputy
Administrater,
Division of
Information Systems
Fin1lAY
B-Deficiency #1; |The recommendation to document the physical access management policy |Boyle Stuckey, 30-Apr-13 31-May-13 X X
Recommendation d. I, |for all server rooms is not appropriately assessed to DHS. The ACEDS Interim Chief
i, if server is The Office of the Chief Technology Officer (OCTO) is responsible | Information Officer
for physical access to the ACEDS server which is located at 3919 Benning  |{CI0), DHS, Office of
Rd NE, Washington, DC 20018. Given that OCTO is responsible for Information Systems
developing policies relative to the District's IT systems, DHS will apprise
OCTO of this recommendation.

COMMENTS:

Agency: With respect to ACEDS {DHS) Deficiency 1, it appears that the scope of the findings has been broadened ta include findings relative to OCTO Policy, and should not be attributed to DHS,ESA and ACEDS. However, ESA have a policy in place to
address this issue. DHS is willing to convey this finding to OCTO for its response. DHS will likely revise some of these plans, given that key staff must provide feedback and approval of content next week.

DEFICIENCY.#2 " ;| ACEDS: Program Changes

| Conditions:
.. L. Failure to institute wetl-designed program change policies that establish procedural and documentation requirements for authotizing, developing, testing, and approving changes to key financial applications and related infrastructure
.| softwarel in the production environment.

2. Inconsistent adherence to established program change management procedures, including instances in which changes made to the system were not approved, tested or documented appropriately per the astablished pracedures.

3. Failure to consistently restrict developer access to the production environments of key financizl applications in accordance with segregation of duties considerations or, if not feasible, implement independent monitoring controls to help
ansure changes applied to the production environment are authorized.

+| Related to Program Change cantrols, KPMG recommends that management:

a. Develop and implement change management processes and controls that establish one or more of the following:
{1. Organizational and logical segregation of program development roles from production system and database administration roles among different individuals; and

Implementation of one or more independently operated monitoring controls over the activities of the developers (and other individuals) with administrative access that require the documentation of menitoring activities as well as follow
up on any suspicious behavior within the system. Documentation of these menitoring eantrols should be maintained and include sign-off of the review as well as notations as to the approprizteness of the actions taken by the developers

within the database. Further, any suspitious activity, such as modifications to functicnality or data without correspending change request approvals, should be fallowed-up upon, as necessary.

. Additionally, management should continue to document the performance of User Acceptance Testing (UAT),

#|b. Configure settings or implement monitoring tools to log changes made to application functionality, including all configuration changes.




DEPARTMENT OF HUMAN SERVICES - ACEDS
CORRECTIVE ACTION PLAN STATUS REPORT

AS OF: MAY 28, 2013
1- Deficiency #2; |DHS was ot budgeted funds in FY 2012 or FY 2013 to hire additional staff |Boyle Stuckey, 1-Apr-13 30-5ep-13
Recommendation [to fully segregate ail program development roles fromn all preduction Interim Chief
#a.l. system and database administration roles. Moreover, there are not Infarmation Officer
enough database tasks to maintain a fulltime Database Adminisirator. {CIO), DHS, Office of
Infarmation Systems
2 - Deficiency #2; |The recommendation to implement independently operated monitoring | Boyle Stuckey, 4172013 30-Sep-13]
Recommendation |controls over the activities of the developers is addressed by OCTO, which | Interim Chief
#a utilizes its own tool to monitor and document all suspicious hehavior. Information Officar
Once suspicious behavior is identified QCTO communicates it ta the (CIO), DHS, Office of
appropriate manager, whe then follows up on the OCTQ notification, takes |information Systemns
the appropriate action and provides feedback to QCTO,
3- Deficiency #2; |Management continues to document the performance of User Acceptance |leffrey Borkman, 1-Apr-13 30-5ep-13
Recommendation |Testing {UAT). Itshould be noted that this recommendation was ESA Deputy
successfully addressed in the FY 2011 audit under NFR #IT-2011-01 and the |Administrater,
auditor stated that "...we determined this specific aspect of the deficiency | Di n of
pertaining to the lack of maintenance of documentation to support UAT to |Information Systems
be remedied.” (DIS)
4 Deficiency #2;  |OCTO maintains monitoring tools to log changes made to application Jeffray Borkman, 1-Apr-13 30-Sep-12 8
Recommendation #b [functionality. Alf table changes are reviewed daily by Assistant Deputy ESA Deputy
Administrator for the Division of Information Services (DIS). The results of |Administrator,
the review are maintained in a Jog of the daily report. Di n of
Informaticn Systems
(DIS); Catherine
King, ESA, Asst,
Deputy
7 ¢. The new change request application will require input from test and development stages in arder to requests to be closed,
. -
9
10
COMMENTS: .

Agency: DHS will likely revise some of these plans, given that key staff must provide feedback and approval of content next week.

OFQS:

Ol

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of any circumstances that will
impede progress or prevent completion of any corrective action plan steps.

(Responsible Agency Representative (Agency Director, Program Manager, Fiscal Staff)

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasanable and appear to fully respend to the deficiencies noted by the independent auditors,

[OFOS Liaison/FCRD Director/Daputy Controller)






UNIVERSITY OF THE DISTRICT OF COLUMBIA - BANNER
ACTION PLAN STATUS REPORT
AS OF:MAY 28, 2013

# Completed | # Ready for | # Verified as
[Per Agency]| Review Completed
{Per OFOS) | {Per0I0)

one Numbe mail’Z

Jesse Dolojan (202) 442-8331 |lesse.Dolojan@dc.gov
Tony The {202) 442-8294 |Tiong.The@dc.g

" On'frack?

Elizabeth Jowi (202) 442-28306 |ov 3 2
' Elizabeth.Jowi
. adeeoy e
UDC Data Center (202) 274-5941 At Risk
.| Albert Casciero

- Program Liaison:

Responsible ACFO:

DEFICIENCY| BANNER: Access to Programs and Data

| Conditions:

1. Failure to consistently restrict privileged and general user access to key financial applications in accordance with employee job responsibilities or segregation of duties considerations.

2. Inconsistent performance and documentation of both physical and logical user access administration activities, including the approval of new user access and access changes, pericdic review of user access rights,
including whether user access is commensurate with job responsibilities, and timely removal of user access upon employee termination.

3. Use of generic accounts to perform system administration or end user functions within key applications without adequate menitaring controls over such activities.

4. Failure to update the policy that defines the minimum password configuration requirements for the District's Information Technology (IT) systems in approximately seven years. Further, inquiry and inspection
procedures performed indicate that the policy was not effectively communicated to responsible persannel. Specifically, we determined:

a. The Office of the Chief Technology Officer (OCTO) Password Managemant Policy, last revised in November 2004, does not require that systems be configured to automatically lack out user accounts after a predefined
number of invalid log-on attempts.

c.._.:mqmim_.mézocmm:no:mmﬁm:n_.mmcmﬁimm:":m:mnc#msmaﬁmocﬂ__.zmn_._:ﬂ:moqﬁuvmmmscaZ_m:mmmam:ﬂ_uo:n{.m:nnozmmc_,mqo:mmm‘né._nz_._nm_.nm_:mnu:nmzo:mm:n_.nwmw supporting databases and cperating
systems.

¢. There is potentially confusing language arou

L bl bl e 0 L s "

nd the scope of the policy, which Indicates it is to include “all District Government agendies and all users of DC Gevernment computing equipment” when, in fact, the Office of

M i 2 Y I

—wmq..oz_ m Related to Access to Programs and Data controls, KPMG recommends that management:




UNIVERSITY GF THE DISTRICT OF COLUMBIA - BANNER
ACTION PLAN STATUS REPORT
AS OF:MAY 28, 2013

‘|a. Assess and update or, as applicable, develop and document access management policies and procedures for production applications and underlying infrastructure systems, These policies and procedures should address

|| requirements for clearly documenting user access requests and supervisery authorizations, periodic reviews of the appropriateness of user access by agency business management, timely communication of employee

| separations/transfers, and disablement/removal of the related user access. Management should farmally communicate policies and procedures to control owners and performers. Further, management should institute a
formalized process to moniter adherence to policies and procadures related to key controls and, as performance deviations are identified, follow up as appropriate.

‘| b. Develop and implement controls that establish organizational and logical segregation between program development roles, production administration roles, and business end user roles among different individuals or,
independently performed monitoring of the activities of users provided with conflicting system access over the activities of the developers (and other individuals) with administrative access that require the decumentation

:|of monitoring activities as well as follow up on any suspicious behavior within the system.

"2 c. Restrict the use of generic IDs or, if such access is required, implement independent monitoring of the activities performed using generic IDs.

|d. Develop and formally document the physical access management policy and procedures for all server rooms. We recommend that these include, at a minimum, procedural and documentary reguirements for:

i. Requesting and approving physical access;

Timely disablement/removal of physical access rights during instances of employee separations; and

ili. Performing periodic reviews of access in consideration of users’ ongoing need to retain physical access, and the modification of any updates required =5 a result of inzppropriate access identified during the review
process.

10
SR Y L S
: Description’ , : ) o B m, B m =
l - i ul 2 ‘ o — - a
1 >mmmmm _smzmmmam:ﬂ Procedures Maria Byrd Ho\op\moﬁ 12/01/2012| Complete
2 Controls and Segregation of duties Maria Byrd 10/11/2013 10/01/2012| Complete
3 Use of Genric [Ds (Independent Monitoring) Maria Byrd 06/12/2013|  02/13/2013 Complete
P
5

Agency:We :m:m vmmm: to umio_._.: a _om.._o_..__n review 9« mnno:u nm_nms ::nmw n_._mmm mm.._m_..n mnnoc_..nu and will continue.

OFO0S:

'DEFICIENCY| BANNER: Program Changes

| Conditions:

L. Failure to institute well-designed program change policies that establish procedural and documentation requirements for authorizing, developing, testing, and approving changes to key financal apalications and relzted
nfrastructure softwarel in the production environment.

2. Incansistent adherence to established program change management procadures, including instances in which changes made to the system were not approved, tested or documented appropriately per the established
procedures,

| 3. Failure to consistently restrict developer access to the production enviranments of key financial applications in accordance with segregation of duties considerations or, if not feasible, implement Independent
monitoring controls to help ensure changes applied to the production environment are authorized.




UNIVERSITY OF THE DISTRICT OF COLUMBIA - BANNER
ACTION PLAN STATUS REPORT
AS OF:MAY 28, 2013

Related to Program Change controls, KPMG recommends that management:

“’|a. Develop and implement change management processes and controls that establish one or more of the following:
i. Organizational and logical segregation of program development roles from production system and database administration roles ameng different individuals; and

=| Il Implementation of one or more independently operated monitoring controls over the activities of the developers (and other individuals) with administrative access that require the documentation of monitoring
i |activities as well as follow up on any suspicious behavior within the system. Documentation of these manitoring controls should be maintained and include sign-off of the review as well as notations as to the
.’|appropriateness of the actions taken by the developers within the database. Further, any suspicious activity, such as modifications to functionality or data without corresponding change request approvals, should be

followed-up upon, as necessary.

iil. Additionally, management should continue to document the performance of User Acceptance Testing {(UAT).

__ b. Configure settings or implement monitoring tools to log changes made to application functionality, including all configuration changes.

ActionPlanf.: ... 07 v Description’ [ Ut lead: JiStart oriTrack E g B8
1 Change Management Process Maria Byrd 10/01/2012] 01/01/2013| Complete
2

COMMENTS:

Agency:

OF0S:

| DEFICIENCY| BANNER: Program Development



UNIVERSITY OF THE DISTRICT OF COLUMBIA - BANNER
ACTION PLAN STATUS REPORT
AS OF:MAY 28, 2013

" |conditians:

only partially remediated because the following conditions still existed at the time of our audit:

Of these accounts, a subset were tied to system processes and notprocedurally logged into by end users while others were no langer necessary to existwithin the environment.

[to assess effectiveness of program change controls.
|2. Failure to consistently restrict developer access to the production environments of key financial applications in accordance with segregation of duties considerations or, if nat feasible, implement independent
menitering controls to help ensure changes applied 1o the production environment are authorized.
- - ttwo developers with access te production remain able to circumvent this policy without detective controls to identify if m:n:.._zmﬁmznmm were to occur.
3. Usage of generic accounts during the implementation to apply changes to the application, operating system, and underlying database with no evidence of monitoring of thase generic accounts.
: Jas part of our assessment for FY2012, KPMG determined that new policies and procedures were implemented to:

~.|E Govern the use of generic accounts within the environment only when absolutely necessary to support a business or application function, and
‘|&@ Govern H.:m change management pracess and the nature and extent of testing and approvals to be documented for program changes made to the application.

| L. Failure to consistently follow and provide documentation for system development life cycle policies for authorizing, developing, testing, and approving system developments to key financial systems. KPMG noted that
formal testing and approval documentation was maintained during FY2012 to support the testing and approval for production migration of program changes; however, the prior year finding {FY2011) was determined to be

@ Policies and procedures related to generic accourtt rmanagement originally defined by management during FY2012 did not include requirements for logging and monitoring of actions taken under generic accounts
result, a series of generic accounts with the ability make changes, including & at the database layer, 19 at the operating system layer, and 33 at the dpplication layer, held active access to the environmant thraugh FY2012.

B While a complete list of patches applied to the application could be provided, changes impacting the functionality of the application made directly through the database during the period could not be produced in order

As part of our review in FY2012, Management implemented a policy requiring that the individual responsible for developing the change would not be the same individual responsible for migrating the change; however, the

JAsa

Related to Program Development Controls, we recommend that management:

a. Develop and implement program development processes and controls that establish one or more of the following:

recommend management implement a formal process to approve and document each aceess request te generic accounts and perform a documented perisdic review of generic account activity.

. The implementation of procedural and documentary requirements for:

B Recording the nature of each change being applied;

& Evaluating the impact and risk of each change relative to objective rating criteria;
|8 Approving {and documenting such approvals of) changes; and

+{|8 validating the functionality/system Impact

|i- An evaluation of the generic accounts that exist and documentation of the purpose of each generic account required to remain active, if any., Furthermore, for generic accounts that are required to remain active,

we

mp

Program Development Processes and Controls Maria Byrd 10/01/2011 HN\DH\NQHM Completed X ‘ ‘ X




UNIVERSITY OF THE DISTRICT OF COLUMBIA - BANNER
ACTION PLAN STATUS REPORT
AS OF:MAY 28, 2013

COMMENTS:

Agency:

OFO0S:

Ol0:

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of

{Responsible Agency Representative (Agency Director, Program Manager, Fiscal Staff)

OFOS has reviewed the abave corrective action plan and has determined that the planned measures are reasonable and appear to fully respend to the deficiencies noted by the independent auditors.

{OFOS Liaison/FCRD Director/Deputy Controller)







DEPARTMENT OF EMPLYMENT SERVICES - BARTS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

# Comnpleted)| # Ready for | # Verified as
{Per Agency)} Review Completed
ST (Per OFOS) | (Per OI0)
i e i 'On Track?

lesse Dolojan (202) 442-8331 Jesse.Dolojan@dc.gov Completed

Tony The {202) 442-8294 Tiong.The@dc.gov 1 i

Elizabeth Jowi {202) 442-8306 Elizabeth.lowi@dc.gov

Thomas Luparello {202) 724-5096 Thomas.Luparello@dc.gov At Risk

" Financial Liaison:

“‘Program Liaison:

wnm_uo:m.w_m

Bright Ahaiwe {202) 442-6349 Bright.Ahaiwe@dc.gov

DEFICIENCY|

Conditiom:

.| We tested management’s process for remowving access to the District of Columbia Government™s
| computer systerns afier employee separation by comparing the active user listings from the

Budget and Reporting Tracking System (BARTS) and the District Unemployment Tax
Administration Systern (DUTAS) to the population of 92 Department of Emploviment Services
(DOES) separated employees from FY 2012, and noted two instances where separated emplovee’s

|access was not removed after their date of termination. In performing additional ewaluation

procedures, we noted that these employees did not log into the BARTS and DUTAS applications
after their termination dates. Further, in Ocltober 2012, we observed the BARTS and DUTAS
accounts of the terminated users and noted that the two accounts were deactivated., While the
evaluation procedures suggest that these accounts were not used in an unauthorized manner,
management’s failure to remove or disable them upon termination represents a control deficiency
that continued to exist until the accounts were deactiviated.

=NFR number: IT-2012-08

RECOMME | i o v o marn e v s Hawre =




DEPARTMENT OF EMPLYMENT SERVICES - BARTS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

il L e LT R BT -RA L AR UK -

We recommend that mamnagement re-emphasize the established process for communicating
separations and removing separated employees® user access to the BARTS and DUTAS
applications with all parties responsible for control performance to increase the consistency with
which the process is followed.

Further, management should consider immplementing a monitoring process by which weekly
reports of terminated employees are received from HR and compared to active users within #n-
scope applications so that any matches can be further researched and have access removed as

| mEeCessary.

Lastly, management should periodically monitor control performer adherence o these control
activities.

© 0 |NFR number: IT-2012-08

T I P o
] : oE 00 Review? [ ”o._.o._z.twmwnwﬂ....y . nlv..hn_..m. m : ”..,..Lm.” .m. ‘m:.m.._.m.(_,
ActionPlan} oo LU Deséription s o E il ] G i s T N Yes- | . "No'. |&-E g B&ZEESEETD
1 OIT Re-emphasiszes communication from HR Tom Luparello 1/2/2013| 1/7/2018|Completed X
2
COMMENTS: -

Agency: The two users in questions were not removed from systemsin a timely manner due to an unusual miscommunication between Human Resources and the OIT department. It should however be noted that this issue would not have

OF0S:

A e e WS O
WA el evacescl tiner T ki PO Dkl AT o O EMEOO LA TS Y § Tl orppermaltinge SweStestl 2 date base oo Ty irmisSerm T e

Foarm v i e sanppeortirvgs thhe Eirmclgmet sl Foportimg T racskiveg Shesterm FBaa RS applaecaticry amal racs e
e Fod v E g o raclit oS

L . EEimiwe swsterrm @ard SermEsrice acoomiants itk suc e Beamms o admmiimrister the opPeraltims SyY=Stesrrs s
laoarzpresgr reaquoirecl theese el frn B § =S Eesyt § e T i L P frquairsys < Crmamnmsesr i e T, TS Sccoanmits
Tamwe Mot baeaern procedeiraliy: warilizect cdonritgs o 200 1 2 caraet o ledi pee o Ehe paass e Ords Paas Eveen
restriciecd to apprnopriate imdividoamils. o e wiar, e okl we oecaaess Fior thesses IR, Wk ek i=s
T OET LT MEC eSS Yy, SO RS . vk reersms i e o ratrcs | R R T R AT

Ieae o thee Sonfiguration of the Windoswsws SO Saerwer 2000  erti e reaas el =raprpmertirug Tihoe
B.ART S databasse, acocess o the "S5M 7 genetric scoolinmt is  shhoarec = rhrese irnsdiwvidiaaals P
adJiticomn o their unique acoomnts. Aadditionalls . =igzire irediwidiuaails witicy Oweoamaairy S cdory inistranoes
g i laopes Pri@mad: acocess o audrminister the oot b ST Tting the BAiRT S appel icasiore thoronyeiy
e BRLFEL. T 1T M\ASccirmrinm i stramitars oo racdniic. Per irmnguiry ofFf managcrmaerst, e iramdiwricduals vt
Dorramiry Asdmaniserator privilepes hawve ot oeroecech o raud Iz s threidr acocess o madsiris isoer Tk
daatambasear:; hosweeweaer, thesir smaoceess to  aclrrs irsd ster Ty daraibrases, wwihich Jdaoaes Mo CorryrTremm STiraste
ity Lhyemir §job responsibilities. remoresents o vwenlkness g TR oo rtorarl e | oy STresnt .

NFR number: T-2012-18




DEPARTMENT OF EMPLYMENT SERVICES - BARTS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

7 and discussed wirth control
| adberence to the procedure on a periodic basis.

]| Fecosys e diafion:
| We mecommend that smanagement establish and implement formalized operating systene ame

databrase security policies that, at a minimumre, ioclede consideration for followimg:

-
used and monitor the “*S5" or other account activity agaimst a change control log.

database, wwihiclh werifies the appropriateness of both generic acoounts aued

imcludinmg individuals who have privileged access assigned through condait aoccounts (e.g.

BTMTLTIMN WA dmi nistratcors) .

These reguirements shrould be documented in a formalized podtcwv/procedures that is provided to
performers. Fusther, management showld monitor comntrel performenr

o - NFR numbers 1T-2012-18

A process to log a ticket each timme the “SAY acocount or other privileged systermr account i
FL N

ensurs that passwords o “SA™ or other privileged accounts are periodically changed =amc

immediztely changed upon the separation of an individuad with knowledgze of the password.

A periodic review of all accounts with access © administer the operating systerm aacd
Aawetli wbdevals

Fully |

Impile
ment

ActionPlan]- '

Agad 5 Stk ‘Complefion|-On Track?-|’

" ‘Description: ..,

.1 DB privileged access logs Review Alex Ade

duwon m\.;_\wop.w 5/30/2013|Completed X

2

COMMENTS:

Agency: The BARTS system/DB admin would be required to extract privileged access logs, on an at least semiannual basis, and submit to IT Security for review

OFOS:

Condition:

KPMG inspected the User Access Review that was performed for the Budget and Reporting
Tracking System (BARTS) on 6/6/2012 and noted that the review was performed by a user who
has the logical access rights required 1o administer security for the BARTS application. This
combination of responsibilities within the access review process represents a segregation of duties
conflict

#| NFR number: IT-2012-24

Recommendation:




DEPARTMENT OF EMPLYMENT SERVICES - BARTS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

| We recommend that management develop and formally document procedures for performing
reviews that address and evaluate the appropriateness of the individuals performing the review,
verify their ability to determine the appropriateness of access for each user, and ensure that the
reviewers do not have additional responsibilities that will result in a lack of segregation of duties.

Additionally, management should periodically monitor control performer adherence to these
. | control activities.
ECL 0 o NFR number: 1T-2012-24

Aetion Plani: " = L0000 DA T Deseriptions ., ¢ €o k?

Tom Luparello 4/30/2013( 10/1/2013|Completed

1 Refine Access Review Requirements ( with emphasis

on Reviewer}

2

COMMENTS: -

Agency: The BPC chief (who validates authorized staff) was not available (on-site) during the documentation period and hence was not available to sign the review document. The review however was a collaborative effort between the

OF0S:

| Condition;
During FY2012, management did not perform official testing to confirm that the backup
tapes related o the Budget and Reporting Tracking System (BARTS} can be successfully
recovered and restored.

NFR number: [T-2012-30

[REcoMmE| Recommendation:



DEPARTMENT OF EMPLYMENT SERVICES - BARTS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

We recommend that management implement policies and procedures to ensure that
backup tapes are officially tested on a semi-anmital basis to confirm successful recovery
and restoration of data.

Mamagement should provide training to those responsible for performing these
procedures and monitor to ensure adherence tc the policy.

“INFR number: IT-2012-30

Action Plan]- L Description: Completion|

1 |Semi-Annual Testing of Back-up Tapes Tom Luparello 6/1/2013 E\wimo&]
2

COMMENTS: L S i R , ,
Agency: Restoring backups from tape involves coordination between DOES and OCTO {the consolidated datacenter). OIT will review its operations and come up with a streamlined procedure that will afford such testing. It shauld however
QFOS:

010:

I certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that tha Office of Financial Operations and Systems will be timely notified of any

{Responsible Agency Representative (Agency Director, Prograrn Manager, Fiscal Staff)

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasonable and appear to fully respond to the deficiencias noted by the independent auditors.

(OFDS Liaison/FCRD Director/Deputy Controller)







CAMA SYSTEM - OTR
ACTION PLAN STAYUS REPORT
AS OF: MAY 28, 2013

# Completed | #Ready for | # Verified as
{Per Agency} Review Completed
{Per OFOS) | (Per 0ID)

lesse.Dolojan@de.gov

Tiong.The@dc.gov
zabeth Jowi (202} 442-8306 Elizabeth Jow!@de.aov
:[James Hightower (202} 478-9221 James Hightower@de.gov

| Condition:

| Daring FY 2012, a reconciliation process for the interface files transferred from the Computer
;| Assisted Mass Appraisal (CAMA) system, “Vision™, to the Tax Administration System {TAS)
| was not officially implemented. KPMG noted that there was no report available within TAS to
:| evidence that the records fivin CAMA were successfully transferred.

| In addition, a reconciliation process that verifies that the total number of records transferred from
TAS equals to the total number of reconds transferred to CAMA was not officially implemented
|to complement the current errer log review.

L2707 | NER number: 1IT-2012-31

i Recommendation:

;| We recommend that management design and implement the fellowing:

TAS file that inclndes sufficient information to verify the completeness and accuracy of the
data wansfer from CAMA to TAS ina timely manner;

CAMA omput file that includes sufficient information to wverify the completeness and
accuracy of the data transfer from TAS to CAMA in a timely manner;

Formal reconciliation and error resclution process betwesn the CAMA interface file and the
designed TAS output file;

Formal reconciliation and error resolution process between the TAS interface files and the
designed detailed CAMA output file.

| Management should provide training to those responsible for performing these procedures and
:| monitor to ensure adherence te the process.

NFR number: IT-2012-31




CAMA, SYSTEM - OTR
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Iirh’p_leme;n;ed !
lmﬁlénﬁen:'teﬂ': i

Not -

ohtlead -Completion
1 Implement a report providing sufficient lahnnie Simmoens York 10/1/2012|  12/31/2012
information te verify the completeness and

aceuracy of the data transfer from the current

version of CAMA [vE.4] to TAS in a timely

2 Investigate the feasibility of implementing a lohnnie $immons York 2/1/2013 44172013
report with sufficient information to verify the -
completeness and aceuracy of the data transfer
from TAS to the current version of CAMA
{v6.4). (see comments below)

3 As part of the project to upgrade CAMA to V7.0 [Johnnie Simmons York 6/1/2013)
implement a report providing sufficient
information to verify the completeness and
accuracy of the data transfer from the
uperaded version of CAMA to TAS in a timely

4 As part of the project to upgrade CAMA to V7.0 |Johnnie Simmons Yerk 6/1/2013
implement a report providing sufficient
information to verify the completeness and
accuracy of the data transfer from TAS to the
vpgraded version of CAMA in a timely manher.

5 Implement a formal reconciliation and error Robert Farr e/1/2013
resolution process between the CAMA export
file and the designed TAS import file.

6 Implement a forma! resonciliation and errar Rabert Farr 6/1/2013
resolution process between the CAMA import
fie and the designed TAS export file.

Agency: For Action Plan Step 2: The recommended report to vertfy data transfer from TAS to CAMA must be written by the CAMA application vendor. Due to a heavy load of upgrade commitments to a..,m_..m_. clients the application vendor can ny

Ceondition:

| During our test work over privileged access for the operating system supporting CAMA,
| “Vision,” KPMG noted that there were five Windows server administrative accounts that were
| shared by four to eleven individuals. These privileged acceunts were used by IT personnel o
| perform maintenance functions for the Windows servers supporting the CAMA application. Per
inquiry of management, there is an approval process in place before utilizing these accounts,
However, management has not yet implemented a process to log and menitor the activities
performed by these accouats.




CAMA SYSTEM - OTR
ACTICN PLAN STATUS REPORT
AS OF: MAY 28, 2013

Additionally, two individuals retained server administration privileges after separation from the
organization, after they no longer required access. Furthermore, one account associated with &
business end user was not removed timely. While management informed KPMG that the business
user was not aware of the account or the password for the account, the existence of the active
operating system privileged account was net commensurate with the individual’s business end
responsibilities.

| NFR number; [T-2012-32

RECOMMENDATION: Woggnu._sﬂen
" {We recommend that management design and implemeat a combination of the following:

' Re-assess the use and requirement of the shared privileged unooﬁam including the associated
access privileges;

« Establish requirements that administration functions be performed by the appropriate
persormef vsing unique user accounts;

¢ Implement a formal pre-approval process and retain the approval documentation;

* Implement a process, along with supporting mechanisms, by which operating system
privileged account activity is logged, monitored, and documentation evidencing the review of
this activity by an independent reviewer is maintained.

__rmn-no:m:u. manzgement should re-emphasize the established process for communicating
separations and removing separated employees® access to the (/S supporting the CAMA
application. Management should pericdically monitor adherence to these control activities.

" /| NFR number: IT-2012-32

Implement a policy covering logical 6/1/2013
adrministrative access ta application servers
and desktops. This policy will require
system adminisirators to login to servers
using a non-generic account wherever
possible. Where not possible, because of a
network cutage that prevents them from
authenticating using their network ID,
administrators will be allowed to login
using a generic secadm account. All uses
of the Secadm account will ke monitored
and reported using BlueLance LTAuditor
tools, and the NetServ Manager will be
required to investigate and document all
such usage,




CAMA SYSTEM - OTR
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

| Conditions

;)| KPMG noted that three users for the Computer Assisted Mass Appraisal (CAMA) system
Vision” had systematic access to perform all three functions of entering, reviewing, and
approving assessment chanpes. In addition, monitoring controls over the thres individuals®
activities were not implemented to verify thet the three siages for assessment changes have been
performed by separate individuals. While management has deemed the three users™ access
approprizte to perform this function, the lack of segregation of duties between the enmtering,
.| reviewing, and approving of asscssment changes represents a weakness in the internal control
| environment for CAMA.

* INFR number: IT-2012-33

RECOMMENDATION: | Reeommendation:
;| We recommend that access resirictions over the ability to enter, review, and approve assessment

.| changes within CAMA be refined and assigned to separate individuals based on principles of
| least privilege and appropriate sceregation of duties. However, if system limitations prevent this
| from being implemented in a feasible manner, we recommend that management implement one or
;| mere independently operated monitoring controls over assessment changes within the CAMA
application. This review should be:

Performed at a frequency determined by management (e.g. monthfy or quartetly);

Performed by someone with knowledge of the changes, who does not individually have

access to make the changes within the system;

Based on system-generated reports of assessment changes within the application;

Documented such that the follow up and resolution required for suspicious activity is clear

and evidenced; and

Formally documented and signed by the reviewer.

%" NFR number: [T-2012-33

{v7.0) restrictions over the ability to enter,
review and approve assessment changes within
CAMA so that these privileges can be refined
and assigned to separate individuals based on
least privileges and appropriate segregation of
ldutles.

(OFOS Liaison/fCRD Director/Deputy Controller)
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Condition:

| There were 13 Oracle accounts with database administrator privileges shared by four to six
{ individuals that included both IT and business end user personnel. The privileged accounts were
{used to perform maintenance functions, such as installing security patches and expanding table

spaces, on the Oracle databases supporting the Computer Assisted Mass Appraisal (CAMA)
system as well as mass uploads of assessment changes through direct on-line database ({ODBC)

|connections. Per inquiry of management, there is an approval process in place before utilizing

these accounts, Howecver, management has not yet implemented logging and monitoring

| capabilities at the database-level to capture the activities performed by these and other database
| administrator accounts systematically.

{NFR number: IT-2012-34

RECOMMENDATION: !

Recommendation:

~v|We recommend that management take the following actions in remediation of the condition
{above:

= Revoke the logical access rights held by business end users to make mass changes to the
CAMA database through ODBC connections, and implement a process by which mass update
files are prepared by the appropriate business end users, approved by appropriate
management personnel, and then provided to database administrators for implementation into
production.

|» Implement database monitoring capabilities to log direct date changes made by both unique

end generic accomnts at the database Jevel. The specific changes logged should be
determined by management, but may include additions, changes, and deletions made to
critical data tables housing information supporting assessment values as well as database
schema supporting this application. Additionally, management should perform and document
a periodic review of chanpes made direcily at the database level to ensure that that all
changes were anthorized and appropriate.,

NER number: IT-2012-34

appropriate Hightower
control legical access rights currently held by
the business end users to make mass changes

tr the CAMA datahase

Implement the methed ldantified to control Johnnnle Simmeons York 6/1/2018
logical access rights currently held by the
business end users to make mass changes to

the CAMA ratabace
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to ensure that all changes were authorized and
annranriate

changes made directly at the the database level

3 Implement database monitoring capabilities to |Sandy Pinder &/1/2013)
log direct data changes made by both unique
and generic accounts at the database level,

4 Perform and document a periodic review of Rabert Farr &f1/2013

‘| Condition:

-:|NFR number: IT-2012-35

At the time of review, the accounts with database administration privileges supporting the
Computer Assisted Mass Appraisal (CAMA) System, “Vision”, did not have password
requirements such as minimum leneth and complexity configured,

RECOMMENDATION

Recommendation:

track and monitor usage,

NFR number: [T-2012-35

We recommend that management implement configuration settings for database passwords for all
accoumts that adhere to the QCFO/OCIO password policy, where feasible. For system accounts
for which password expiration settings cannat be systematically enforced, management should
consider implementing a process to protect and periodically change these passwords as well as to
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In the upgraded CAMA application implement |Sandy Pinder (database), 6/1/2103|
the OCFO password configuration policies at  |Riek Weil (OS} and Johnnie
the application, database and operating system |SImmens York {application)
levels,

For operating system accounts for which Rick Well [0S) 2/1/2013
password expiration settings cannot be
systematically enforced, implement a process
to protect and periodically change these
passwards. In cases where this is not feasible,
track and monitor usage of the operating

Lo Condftion:

*| Three application security adminisirators possessed conflicting responsibilities as business end
‘| users who had access to administer secutity for the applications within the Computer Assisted
.| Mass Appraisal (CAMA) System, “Visior”. While management has deemed their access
;| appropriate to perform this function, the lack of segregation of duties between the application
+ | security administration and business end user functions represents a wezkness in the intemal
| control environment for CAMA.

- |NFR number: IT-2012-36

;| Recommendation:

-| We recommend that management continue and completc the process to implement the

.’| segregation of duties controls started during FY12 and, at the minimum, develop and implement

| controls that establish one or more of the following:

* Implement access configuration within the CAMA application that will allow the segregation
of duties between business end user privileges from security administration privileges;

* Document and periodically review policies and procedures that define the job functions
authorized by management 1o have access to the CAMA administrator roles;

* Define organizational and logical segregation of duties related to production system support,
user security adminjstration, and general business user roles among different individuals:
and/or

¢ Implement of one or more independently operated monitoring controls over the activities of
individuals with administrative access that require the documentation of monitaring activities
as well as follow up on any suspicions behavier within the system.

| NFR number: IT-2012-36
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‘Actlon:Plan:Steps:

‘Description”.

Hot

[mp lem

1

Implement segregation of duties between the
application security administrator and business
end user functions within the current version
of CANMS (v )

Jim Hightower

12/1/2012

Implement segregation of duties between the
application security administrator and business
end user functicns within the upgraded
version of CAMA {v7.0).

Johnnie Simmons York

6/1/2013

Document and periodically review access
privileges granted to CAMA users on 3 periodic
basis within the current versich of CAMA (v6.4)

Rabert Farr

1/1/2013

Document and periodically review access
privileges granted to CAMA users on a pariodic
basis within the upgraded version of CAMA
(vr.0)

Rabert Farr

§/1/2013

Define organization and logical segregation of
duties refated to CAMA production suppart,
user security administration and general
business user roles among different individuals.

Jim Hightower

§/1/2013

| Criteria:

As part of its financial statenent audit methodology,
Information Technology (GITC) controls in the areas of access to programs and data, program

| NFR number: IT-2012-37

KPMG executes tests of General

: n_umbmﬂ.. program development, and computer operations. Cur internal framework for identifying
|and testing GITCs can be mapped to several commonly accepted information technology risk and
| control frameworks including those published by the Netional Institute of Standards and

| Technology (NIST), Information Systems Audit and Control Association (ISACA), and the

{ International Standards Organization (ISO).
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| Recommendation:
We recommend that management implement policies and procedures to ensure that backup tapes
are tested on a semi-annusal basis to confirm successful recovery and restoration of data.

Management should provide training to those responsible for performing these procedures and
monitor to ensurc adherence to the policy.

| NFR number: IT-2012-37

tmptemented.

Not,

Dﬁﬂ_un_ou

Implement 2 local Disaster Recovery enclave
that will be used to validate on a yearly basis
our ability to recover the CAMA application
from backup tapes.

6/1/2013

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Oparations and Systems will be timely notified of any
circumstances that will impede progress or prevent completion of any corrective action plan steps.

Jim Hightower 04/26/13
(Responsibie Azency Representative (Agency Director, Program Manager, Fiscal Staff}

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reascnable and appear to fully respend to the deficiencies noted by the independent auditors.

(OFOS Liaison/FCRD Director/Deputy Controller)
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# Completed | # Ready for | # Verified as
{Per Agency}| Review Completed
{Per OFOS) | (PerOIO)
Jesse Dolojan {202} 442-8331 esse.Dolojan@dc.gov ..no.:._u_mﬂmn_
ony The (202) 442-8294 Tiong.The@dc.gov 3 1
*| Elizabeth Jowi (202) 442-8306 Elizabeth.Jowi@de.g
; oy
homas Luparello (202) 724-50986 Thomas.Luparello@
dc.gov At Risk
ison
oiisibleg Bright Ahaiwe (202} 442-6349 Eright.Ahaiwe@tc.gov

EFICIENCY| a— omdditiom: i
1 KPWG  observed the entire population of Security Administrators for the District Onliree

. Compensation System {(DOCS) and the Dristrict Unemployment Tax Aadministration Swsterm

(I T T A4S apgprlications and noted two of the DIFTAS and one of the DCHTS users with acceass o
administer security possessed confliicting responsibilities as sither developers or business end
users who had access o admiinister security Ffor the applications. Specifically. we nored that Two
dewvelopers had access o administer security for the DL T.AS application and one busirress user
had the ability to administer sccurity for tive DOCS application. Management has decmeed the
access of these individuals appropriate o perform this function and has indicated the individuaals
only possess this level of access in a backwp capacity rathrer than as the Primary sSecLarity
administrators for the applications. However, lack ofF sepgregaticon of duties between these
Tuancrions represents a weakness in the invermal control emnviromoeent fior thess Two applicatiores.

:/NFR number: IT-2012-15

Recommacrmdmtiom -
We recommmend that management dewelop and implemeent contrais that establisb: one or more of

the follovwitig:

- Docurnent and periodically review polficies and procedures that definne the job functions
authorized by management to hawve acoess 1o the DOCS and DU T.A S administrato:s roles

- Define organizational and logical segregation of duties related to prodiuacticn S Stern SwuppPoTt,
user sSecurity adminisTation, and general business user rofes among differemt individoals:
amddSor

- Implement of one or more independent]ly operated monitoring controls owver the activities of
indiwidnals with administrative access that reguire the docurmentaticomn of mornitorng actiwvities
as well as follow up on any suspicicous behavior within the system.

Additionally, smanagement should pericodically monitor control perforrmer adberence o these
contrnoel actiwvities.

| NFR number: IT-2012-15




DEPARTMENT OF EMPLOYMENT SERVICES - DOCS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

0IONotified?. :
Action:Plan| . 1T el Deseription - i letio A1 Ny
1 Segregation of Duties Tom Luparello 6/2/2011 X
2 Priviledged user Activity Monitoring Gil and OCTC 5/1/2013} 5/1/2014 X
3 Ul Job Functien Definitions documentation Patrick Holmes 6/1/2013 6/1/2014 X
4
COMMENTS:
Agency:

1. Access to DUTAS Security administration (ability to assign transaction windows to users) should be viewed within DOES’s context. Two of the individuals mentioned {Gil and Zarath) are the only OIT DUTAS system support personnel. The
third user {Patrick Holmes) has a cornpliance role. Segregation of duties is already implemented based on the fact that there are other administrators assigned to other systems who do not have jurisdiction in DUTAS.

2. It should be noted that OCTO monitors unauthorized attempt to browse datasets. Such attempts are flagged and alerts are sent to DOES upon such discovery, DOES then investigates affected user. Ability to fully incorporate additional
capabilities for monitoring, logging and reporting of developer/admin activities would require OCTO's input. DUTAS application is sitting on a development platform owned by OCTO. The acquisition of modules and update on such
development platform, required to support possible incorporation of advance monitoring capabilities, is outside of DOES’s jurisdiction, [f OCTO does no purchase required compenents znd give access to DOES developers to build

requirments, this action will not be feasible.
3. Job function definition documents as it relates to access to Ul systems relies heavily on the office of Unempleyment Service at DOES and corresponding resources available to support such chjective.

Condithon:

KPMG reviewed the entire population of individuals with access to modify data and make
application program changes to the DMstrict Online Compensation Systerm (DOCS) and the
District Unemployment Tax A dm inistration System (DLITAS) applications and determnimed:

13y Ome individual with dewvelopment responsibilities has access to migrate changes to production
for DOCS and DUTAS through access to the toad library using the emploves’s own login 1D
to the system. This user aiso has access o modify the backend data for the DIOCS arud

DT AS applications.

2)» A series of users were determined o no longer require access to DOCS and DUTAS
production datasets, which provides users the ability to modify production data and programs.
Those with access include three Department of Employmen: Services (DOES) personnel armd
elewven Office of the Chief Techaology Officer (OCTO) personnel for the DIOCS application
and five OCTC systems prograrmaners for DUTAS. -

NFR number: IT-2012-16

| Recommendation:
& We recommend that management enhance the current DOES application periodic access review
process to review those individuals and accounts with access 1o make changes to production
mainframe supporting DOCS and DUTAS, This review should be consistently performed and

documented by data owners with knowledge of the appropriateness of the access rights heid to
these mainframe datasets and without access to adininister security at the Resource Access

Control Factlity {RACF)Y mainframe level.
NFR number: IT-2012-16




DEPARTMENT OF EMPLOYMENT SERVICES - DOCS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Action Plan| < Deseription™ ;.
1 Incorporate Datasets access to Review
2

l'ead:

‘g Completion:
Alex Adeduwcn

10/19/2012| 10/31/2012] Completed X X

COMMENTS: -

Agency: Users who had access to datasets in question had their roles transitioned to a different group and hence, na longer needed such access. Others served as back administrators. Affected users’ accesses were removed as part of our
October system access review exercise.

Condition:

KPMG noted that 29 out of 42 sers with the ability to add or modify wage information per their
systetn access rights within the District Online Compensation System (DOCS) application did not
require this level of access in accordanee with their job responsibilities.

"-|NFR number: IT-2012-29

‘RECOMNE:| Bteconm o cmals tha s

e recommnendcd that accsss restricrions owver che ability oo npddabe wapges infornmarion withim [OCsS
be refined o resaricr access basex? on principles of least privilege imnclisding rESTricEin e O rezucd —omEa

in prodnertion acoess those I'T poersomne] wihhe are responsible for adwarnocoed o bxltesbvosot iry g e dthnd o
Ehues el B Csal i e .

Floawewver, if syscem limiitarions prevent this from bDeing implemented im a feasible mmamner, wvwe
recomTrend  that managerrent impdoeneyeng aex  independentiy —operated monitoring  oontool o e
changeas GO Wwage Enformariaon within the DOOS applicaticon. This rewicw showicd e
Performed at a frequency derermined by managetmnent Cmaonthiz or qguartesis s
Perfonmed by somuwecre witiy knvow ledage of the clyanges, wha doos individuziliy honve acoess b
i aks the chamngas within rthe Swstermz
- Basod on Sy stem -—generatesd reports of wage changes within the appiicatiom: smd
Formally docurmmented and sisomed by the v iowwer

NFR number; IT-2012-29




DEPARTMENT OF EMPLOYMENT SERVICES - DOCS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Descrip

Research incorporating granular wage update Alex Adeduwon 6/1/2013

capability to DOCS

COMMENTS: ] e : . R ST , - -
Agency: If system or other limitations prevents feasible implementation of above action plan, other proposed reccomendations will be considered, as practically feasible.
OF0S:

OI0:

I certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of any

[Responsible Agency Representative (Agency Director, Program Manager, Fiscal Staff}

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasonabie and appear to fully respond to the deficiencies noted by the independent auditors.

(OFOS Liaison/FCRD Director/Deputy Controller)







DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

|

On Track?

(202) 442-8331 Jesse.Dolojan@de.gav

[Fony The (202) 4428294 Tiong.The@dc.gov
|Elizabeth Jowi {202) 442-8306 Elizabeth Jowi@dc.gov

Jwaamm Luparello ANONU 724-5096 ._.:D-.:mm._uc_umwm__D@Qn.mO< At Risk

wmwva.:,mmci Bright Ahaiwe (202} 442-6349 Bright.Ahaiwe@dc.gov

# Completed | # Ready for | # Verified as
{Per Agency}| Review Completed
{Per OFOS) | (Per C10)
1 1

DEFICIENCY

Ao ol SR onrm =
We tested raanasEcelTREnt”s perocess for remowing access 1o the Histrict of o lurmi Bia 5 owermsrmme rrtk ™=

| eermputer sy stens afier smployves separation by comparing thre active user listings ffrossa the
| Badget amd Reporting Tracsking Systern (BARTS)I and the Dbstrict UUnemployrment Tax
| Acdmindstration Sysvem (BIUITAS) ro the population of 92 Department of Employviment Services

{IOESD separated enyplovees from FY20 12, and noted two instances where separated cmployves™s
| Aaccess was ot rermowved afier their dats of terminarion. In performing addiriooaal cwalaation
{ procedures., we moted that these employecs Jdid not log inte the BARETS and DAULITA S applications
| Aatter thelis borropination dates. Foacther, in Ootober 29000 2, we observed the BARTS amd DLFTAS
| accounts of The erminated userns and noted That the 1wo accounts weres oot wated, WAL Fle  thoe

swvaliuaricor procedourss sugmest that these accoumnts were not used n an uwnaatkorized manner,

| meanagerment’s failure o rermmove or disabtble them upon termination ropessenis a control defici Lt
| thar continued b exist until! the acocounts wenre descti wisted.

| NFR number: IT-2012-08

o IR 3 e e rm ol s T

e recormimend that managernment re—amphasizos The estabiisieed Process forr cormmmonicating
sapararions and removinge separated emplovees® user access W the BEARTS a2nd DT AS

| applications with a&1] parties responsibie for concrosl poerformmance o increase the consistemey with

which the process is Bollowwec

| Frarthcer, management shouald oonsider implementing a monitorifng process by wwhich wweelcoly

reports of terrsimatecd omployess are receEwved fiornm FHE arnd compared o actiwve wsers wweithiimm fme

i| sope applications so that any raatchhe=s can be farrther resesrched and Bave access removed as
| mecessoarays.

| Leastiy, managcnent showld pericodically monitor comtrol performer adherences o these controd
| mckE T TR

| NFR number: [T-2012-08

Tom Luparello

COMMENTS: " |




DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
AS OF: MAY 28,2013

Agency:
The two users in questions were not removed from systems in a timely manner due ta an unusual miscommunication between Human Resources and the QIT department. It should however be noted that this issue would not have gone

undiscovered, due to DOES's existing periodic system access review process.

NCY| Conditicn: .
o KPWEG abserved the entire population of Security Administrators for the Distriet Online
Compensation System (DOLCS) and the District Unemplovyment Tax administration Swstem
{DEITASY applications and noted two of the DUTAS and one of the DOCS wusers with access to
administer security possessed conflicting responsibilities as either developers or business end
users who had access to administer security for the applications. Specifically, we noted that reo
developers had access o administer security for the DUTAS application and one business user
hkad ihe ability to administer security for the BDOCS application. Management has deemed the
access of these individuals appropriate to perform this function and has indicated the individuals
only possess this level of access in a backup capacity rather tham as the primary security
administrators for the applications. Howewer., lack of segregation of duties betweesn these
fanctions represents a weakness in the internal contrel environment for these bwo applications.

.| NFR number: IT-2012-15

COMME .| Recomm cxdation

I We recommend that management develop and implement contrals that establisbh one or more of

the Tollowing:

- Docurment and periodically review policies and procedures that define the job functions
authorized by management to have acoess o the DOCS and DIITAS administrator roles;

- Define organizational and logical segregation of duties related to production sy stern SwppOrs,
user security adminisration, arnd general business user roles among different individwals:
arschfor

- Implement of one or more independently operated mronitorine controls owver the activities of
individuals with administrative access that requtire the documentation of rmonitoring activities
as well as foliow up on any suspiciocous behavior within the syvsterm.

Additionally ., rmanagement should periodically monitor comtrol performer adherence to these
contro] activikties_

NFR number: IT-2012-15

Segregation of Duties Tom tuparello tq\mou.p_ ,

Ul Jab Function Definitions decumentation Patrick Holmes 6/1/2013( 6/1/2014

K

2 |Priviledged user Activity Monitoring Giland OCTO 5/1/2013| 5/1/2014 |
> .
4




DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
A5 OF: MAY 28, 2013

Agency: 1. Access to

DUTAS Security administration (ability to assign transaction windows to users) should be viewed within DOES’s context. Two of the individuals mentioned {Gil and Zarath) are the only OIT DUTAS system support personnel. The third user {Patrick
Holmes) has a compliance role. Segregation of duties is already implemented based on the fact that there are other administrators assigned to other systems who do not have jurisdiction in DUTAS.

2. It should be noted that OCTO monitors unauthorized attempt to browse datasets. Such attempts are flagged and alerts are sent to DOES upon such discovery, DOES then investigates affected user. Ability to fully incorporate additional
capabilities for monitoring, logging and reporting of developer/admin activities would require OCTO’s input. DUTAS application is sitting on a development platform owned by OCTQ. The acquisition of modules and update on such development

platform, required to support possibie incorporation of advance monitoring capabilities, is outside of DOES’s jurisdiction. If OCTO does no purchase required components and give access to DOES develapers to build requirments, this action will

not be feasible. 3. Job function definition docuuments as it relates to access to Ul

systems relies heavily on the office of Unemployment Service at DOES and corresponding resources available to suppart such objective.

Conditiom:

KPMG reviewed the entire population of inedividuals with access to modify data and make
| application program chanrges to the DMsmwict Online Compensation Systerm {DOCS)Y and the
District Unemployment Tax Administration System (DU TAS) applications and determined:

13 Ome individual swvith development responsibilities has access to migrate changes o production
for DOCS and DUTAS through access to the load Hibrary using the employes’s own login 1>
to the system. This user alsc has access ta modify the backend data for the DOCS and
DUTAS applications.

| 2} A series of users were determined to no longer require access to DOCS and DUTAS
production datasets, which provides users the ability o modity production data and programs.
Those with access include three Department of Employment Services (DOES) personme]l and
eleven Office of the Chief Technology Officer ({OCTO) personnel for the DOCS application
and five OCTO systermns programmess for DLUITAS. _

NFR number: T-2012-16

| Recommendation:

| We recommend that management enhance the current DOES application periodic access review
| process 10 review those individuals and accounts with access to make changes to production
mainframe supporting DOCS and DUTAS. This review should be consistently performed and
documented by data owners with knowledge of the appropriatenass of the access rights held o
hese mainframe datasets and without access to administer security at the Resource Access
Conirol Facility (RACF) mainframe level.

NFR number: 1T-2012-16




DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

 Description’
1 Incorporate Datasets access to Review Alex Adeduwon

1071872012 Completed X

COMMENTS:. - R ) T 0 . S o S R , ) ]
Agency: Users who had access to datasets in question had their roles transitioned to a different group and hence, no longer needed such access. Others served as back administrators. Affected users’ accesses were removed as part of our October
system access réview exercise.

OFOS:

7 Conditiom:

For one of three new users granted access to the District Unemployment Tax Administration
System (DUTAS) application during the fiscal yvear 2012 and selected by KPMG for testing, thers
was no notation on the access request form submitied for this user Indicating the specific level of
access to DUTAS that should be provisioned even though this user was granted access greater
than read-only into the application. While KPMG determined the access rights assigned to be
appropriate for the user jidentified abowve, this lack of documentation represents a weakness in the
new user provisioning process.

“INFR number: IT-2012-17

Recommendation:

We recommend that management re-emphasize the established process for granting new user
access 10 the DUTAS application and formally indicate and approve the specific access that
should be granted to new DUTAS users with all parties responsible for control performance to
increase the consistency with which the process is followed. Additionally, management should
periodically monitor controel performer adherence to these control activities.

“|NFR number: [T-2012-17

Alex Adeduwon 12/7/2012 no_...__u_.wﬁmn

Re-ephasize proper use of Quickbase




DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Agency: The particular access requests in guestion did not indicate specifically which transaction windows were being requested. It sheuld however be noted, that the request did indicate the users’ job role. The job role, common to both users, is
knawn, as a matter of default, to require read only access to screens required far such a role to perform assoclated duties. This finding has however been noted and future requests will be required to check off all appropriate options checkboxes
in the quickbase application before implementation. No inappropriate access was granted.

OFO0S:

e Condithom:

KPMG reviewed the last program change date for a selection of modules and noted that, for one
of three madules changed during FY2012, the change was not reflected in the manual listing that
is used for tracking program changes for the District Unemployment Tax Administration System
(DUTAS). In addition, documentation that supported the testing and approval of this specific
change was not available.

“|NFR number: [T-2012-23

| Recom mendation:

We recommend that management develop and implement change management processes amd
comntrofs that establish one or more of the following:

b Management should re-emphasize the established process for racking, testing, and approwving
program <changes o the DITTAS application production environment with ali parties
responsible for control performance to increase the consistency with which the process is
followed. The manual log should be consistently updated for every change applied to the
production enviromnrment amnd it showld capture the load library modules impacted by the
change. Additionally. management should periodically monitor control performer adherence
to these control activities.

Additionally, management should investigate opportunities to migrate to a more automated
process (o track changes and change control documentation for DUTAS., This may include
leveragineg software or tools o request, docurnent., and approve program changses.

-INFR number: IT-2012-23

Action(Plan}; Jescriptio . )
1 Re-emphasize change Control Procedure Alex Adeduwon 12/2/2012
2 Migrate to an Automated CCB Tom Luparello 6/1/2013 X X




DEPARTMENT OF EMPLOYMENT SERVICES - DUTAS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Agency:

1. System administrator used his discretion due to the nature of system change. The policy will however be re-enforced to ensure that all program changes go through appropriate testing, decumentation and authorization whenever such is
required

2. Autornated change control process will be considered

OFDS:

0I0:

| certify that the infermation presented above accurately reflects the status of the Yellow Book carrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of any

{Responsible Agency Representative (Agency Director, Program Manager, Fiscal Staff)

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasonable and appear to fully respand to the deficiencies noted by the independent auditors,

{OFOS Lizison/FCRD Director/Deputy Contraller)







OFFICE OF THE CHIEF FINANCIAL OFFICER - INOVAH
ACTION PLAN STATUS REPORT
AS OF: -MAY 28, 2013

# Completed | # Ready for | # Verified as
{Per Agency) Review Completed
: Phonie:Numbe Em; . OnFrack?:’ {Per OFOS) | (Per 01O}

Jesse Dolojan (202} 442-8331 Jesse.Dolojan@dc.gov Completed

Tony The (202) 442-8294 Tiang. The@dc.gov N

Elizabeth Jowi {202] 442-8306 Elizabeth.lowi@dc.gov

Clarice Wood {202) 727-0760 Clarice.Wood@dc.gov

Donna McKenzie {202) 727-0803 Donna.McKenzie@dc.gov At Risk

-|Lillian Copelin {202) 727-7697 Lillian.Conelin@dcgoy . |

NOVAH: Access to Programs and Data

” Conditions:
1. Failure 1o consistently restrict privileged and general user access to key financial applications in accardance with employee job responsibilities or segregation of duties considerations.

12. Inconsistent performance and documentation of both physical and logical user access administration activities, including the approval of new user access and access changes, periadic review of user access rights, including
whether user access is commensurate with job responsibilities, and timely removal of user access upon employee termination.

3. Use of generic accounts to perform system administration or end user functions within key applications without adequate monitoring controls over such activities.

4. Failure to update the policy that defines the minimum password configuration requirements for the District’s Information Technology {IT) systems in approximately seven years. Further, inquiry and inspection pracedures
performed indicate that the policy was not effectively communicated to responsible personnel. Specifically, we determined:

a. The Office of the Chief Technology Officer (OCTO) Password Management Policy, last revised in November 2004, does not require that systems be configured to automatically lock out user accounts after a predefined
number of invalid log-on attempts.

b. There were various inconsistencies between the requirements autlined in the OCTQ Password Management Palicy and configurations set within certsin applications and their supporting databases and operating systems.
c. There is potentially confusing language around the scope of the policy, which indicates it is to include “ali District Governmant agencies and all users of DC Government computing equipment” when, in fact, the Office of the
Chief Financial Officer (OCFO) is not under the direction of this palicy.

_xm_mﬁma te Access to Programs and Data controls, KPMG recommends that management:




OFFICE OF THE CHIEF FINANCIAL OFFICER - INOVAH
ACTION PLAN STATUS REPORT
A5 OF: MAY 28, 2013

a. Assess and update or, as applicable, develop and document access management policies and procedures for production applications and underlying infrastructure systems. These palicies and procedures should address

requirements for clearly documenting user access requests and supervisory authorizations, periodic reviews of the appropriateness of user access by agency businass management, timely communication of emplayee

separations/transfers, and disablement/removal of the related user access, Management should formally communicate palicies and procedures to contrel owners and performers. Further, management should institute a
formalized process to monitor adherence to policies and procedures related to key controls and, as performance deviations are identified, follow up as appropriate.

b. Develop and implement controls that establish organizaticnal and logical segregation between program develapment roles, production administration roles, and business end user roles among diffarent individuals ar,
“lindependently performed monitoring of the activities of users provided with conflicting system aceess over the activities of the developers {and other individuals} with administrative access that require the documentation of
{ {monitoring activities as well as follow up on any suspicious behavior within the system,

| c. Restrict the use of generic IDs or, if such access Is required, implement independent monitaring of the acti

ies perfarmed using generic IDs.

d. Develop and formally document the physical access management policy and procedures for al! server roams. We recommend that these include, at a minimum, procedural and documentary requirements for:

i- Requesting and approving physical access;

|ii. Timely disablement/removal of physical access rights during instances of emgloyee separations; and

- Performing periodic reviews of access in consideration of users’ angaing need to retain physical access, and the modification of any updates required as a result of inappropriate access identified during the review process.

e Lo T peseriplion: i ke , |7 completion |

Review/Revise iNovah Access Policy Waood/McKenzie 472242013 8/30/2013 YES
Review/Revise iINovah Roles Wood/McKenzie 472212013 8/30/2023 YES
Review/Revise Policy for Generic ID's Copelin 472242013 8/30/2013 YES
Review/Revise Server Access Policy Copelin 4/22/2013 8/30/2013 YES

COMMENTS: .

|INOVAH: Program Changes

Conditions:

1. Failure to institute well-designed program change policies that establish procedural and documentation requirements for authaorizing, developing, testing, and approving changes to key financial applications znd related
infrastructure softwarel in the praduction environment.

2. Inconsistent adherence to established program change management proceduras, including instances in which changes made to the system ware not approved, tested or decumented apprapriately per the established
procedures,

3. Failure to cansistently restrict developer access to the production environments of key financial applications in accardance with segregation of duties considerations or, if not feasible, Implement independent monitaring
controls to help ensure changes applied to the production environment are authorized.




OFFICE OF THE CHIEF FINANCIAL OFFICER - INOVAH
ACTION PLAN STATUS REPORT
AS QF: MAY 28, 2013

Related to Program Change controls, KPMG recommends that management:

a. Develop and implement change management processes and controls that establish one or more of the foliowing:
Organizational and legical segregation of program development rales from production system and database administration roles ameng different individuals; and

{ii. Implementation of one or more independently operated monitoring controls over the activities of the developers {and other individuals) with administrative access that require the documentation of monitoring acti
{well as follow up en any suspicious behavior within the system. Documentation of these menitoring controls should be maintained and include sign-off of the review as well as notations as to the appropriateness of the
|actions taken by the developers within the database. Further, any suspicious activity, such as modifications to functionality or data without corresponding change request approvals, should be followed-up upon, as necessary.

S as

. Additionally, management should continue to document the performance of User Acceptance Testing (UAT).

‘| b. Configure settings or implement monitoring tools to log changes made to application functionality, including zll configuration changes.

: Hescription . : e . o - Complétion
1 Review/Revise iNovah Change Mgt Policy Copelin 4422/2013 8/30/2013 YES
2 Review/Revise iNovah Config Monitoring Woocd/McKenzie 4/22/2013 8/30/2013 YES
COMMENTS: , . R ‘
Agency:
OF0S:
0l0:

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of any
circumstances that will impede progress or prevent completion of any corrective action plan steps.

(Responsible Agency Representative (Agency Director, Program Manager, Fiscal Staff)

OFQS has reviewed the above corrective action plan and has determined that the planned measures are reasanable and appear to fully respond to tha deficiencies noted by the independent auditors.

[OFQS Liaison/FCRD Director/Deputy Controller)







NOT-FOR-PROFIT HOSPITAL CORPORATICN - MEDITECH
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

aison:

ison:

Ron Walker

(202) 574-6611

rwalker@united-

medicalcenter.com

# Completed| # Ready for | # Verified as
{Per Agency)| Review Completed
{Per OFQS) | {Per 0IO)
) Email:Addre

Jesse Dolojan [202) 442-8331 lesse.Dolojan@dc.gov

Tony The {202) 442-8294 Tiong.The@de.gov 4 2

Elizabeth Jowi {202) 442-8306 Elizabeth.lowi@dc.gov

Ron Walker {202) 574-6611 rwalker@united- At Ri

isk
Ag medicalcenter.com

NCY| Passwords

i Conditions:

b}. Password parameters for the MEDITECH HCIS have not been configured to include complexity, password history, or account lockout requirements and minimum outlined in the policy noted above.

During our review of the password requirements for the Medical Information Technology, Inc. (MEDITECH) Health Care Information System (HCIS), we noted the following areas in which the enforced password settings did not
Jalign with the Medical Center Password Policy:

:|a). Password parameters for the network supporting the MEDITECH HCIS have been canfigured to include complexity or account lockout requirements, and minimum length has been configured to only six characters rather
than the eight character minimum outlined in the policy noted above.

.| We recommend that management reconfigure existing password configuration settings at application, the operating system, and database level, where applicable, in accordance with the Medical Center Password
| Management Policy, which includes requirements for enabling password complexity and requiring a password length of eight characters.

: ibiolh Deseription. i fead ar Complets

Extend the minimum length required to 8 Janice Akintewe 1/17/2013 2/1/2013 Completed
characters for passwords.

Passwords changed to alpha-numeric. Janice Akintewe 1/17/2013 2/1/2013 Completed
Update policy to reflect change in passwords.  |Janice Akintewe 2/1/2013 5/9/2013 Completed

Obtain approvals and add onto intranet

Janice Akintewe

5/9/2013




]2} Since the review captures one user or role at random, it does not camrehensively cover all users possessing greater than read-only application access on a consistent time-period basis,

NQT-FOR-PROFIT HOSPITAL CORPORATION - MEDITECH
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

During our control test work over the periodic access review process for the Medical Information Technalogy, Inc. {(MEBITECH) Hezlth Care Information System {HCIS), we noted that the Director of IT performs an access
review by which users and and roles are randomly selected to be evaluated for appropriateness of access. However, the following conditions were noted to be present within this process:

1}. The review is performed by an individual with the ability to grant or modify access for the application, rather than by an independent business owner, This cambination of conflicting responsibilities represents weakness
within the control environment.

‘| We recommend that management refine the current periodic access review process to include the following characteristics, which will strengthen it to consistently capture and remediate, in a comprehensive manner, cases of
|excessive access privileges stemming from either changes in job functions or unauthorized modifications to access rights:

: importance to the company.

: * The review should be conducted by business owners that are knowledgeable and can certify appropriateness of user access within the system and who do not also have access to modify users and privileges.
|* The review should be based upon system-generated reports, even If these reports are re-formatted inta Excel to facilitate the review process.

| * The required changes resulting from the review should be remediated within one week of the required change being identified.

“|* The results of the review, including the original review access reports reviewed and management's requested changes and sign-off of the review, should be documented for audit trail purposes.

* The review should be comprehensive of all user IDs with greater than read-only privileges to the application, which is performed quarterly or semi-annually depending on considerations such as the volume of user access and
likelihood of changes, the operation and strength of access controls around provisioning, de-provisioning, and management of changes for transfers, and the relative risk of the system with respect te operational and financial

Jescription. ;i A e tart

1 IT to provide business ewners access listing for  |Janice Akintewe 4/10/2013

the roles of staff in their areas; to review and

sign off on for appropriateness.
2 Business owners will review and either approve dlanice Akintewe 4/10/2013 6/1/2013 X X
3 Identified changes made to access within one  [|Janice Akintewe 4/10/2013 6/1/2013 X X

week of the review as recommended when

possible
4 IT to work with key stakeholders to review, modi{Janice Akintewe 4/10/2013 6/1/2013 X X
5 IT to work with business owners with defining thdJanice Akintewe 4/10/2013 &/1/2013 X X
6




NOT-FOR-PROFIT HOSPITAL CORPORATICON - MEDITECH
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Y| MEDITECH Yendor Access Review

During our fiscal year 2011 audit, we were informed by Medical Center management and representatives of the Medical Center's primary health care information system (HCIS} vendor, fedical Infermation Technology, inc.
{MEDITECH), that as many as over 3,000 MEDITECH employees may have write-level or greater remote access to UMC's instance of MEDITECH. The current support model from MEDITECH allows the vendor to have full access
"{to the MEDITECH production system on an angaing basis to support UMC's request for technical support, enhancements, changes, and to apply software updates as needed. Although MEDITECH remote user access to the

HCIS was tracked in audit logs available on MEDITECH's customer portal, UMC management was not proactively reviewing the logs on a periodic basis to determine whether the vendor's remote access wa authorized by the
Medical Center's Information Technology department.

| A review process was implemented by management during fiscal year 2012 and was documented beginning July 20, 2012 in remediation of the issue noted above. However, a deficiency int he control environment existed for
Ithe pericd during the year under audit of October 1, 2011 through luly 19, 2012,

VIE:|While we consider this condition to be remediated, we recommend that UMC IT enable the configuration within their Help Desk workflow to log the specific individual on the Help Desk staff who has completed the review of
|MEDITECH remote access for the date in question.

ActionBlan] 5 BT Dagcription:
1 Modify daily help desk log so that it is checked-
off when a review has been performed.

Start: 0 Completion ]
1/1/2013 1/1/2013 Completed

Shahzad Ahmed

[COMMENTS:
Apgency:
OFOS:

0I10:

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the Indicated date. | further certify that the Office of Financial Operations and Systems will be timely notified of any

(Responsible Agency Representative [Agency Director, Program Manager, Fiscal Staff)

QFQS has reviewed the above corrective action plan and has determined that the planned measures are reasonable and appear to fully respend to the deficiencies noted by the independent auditors.

{OFOS Lizison/FCRD Director/Deputy Controller}







OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PASS

ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013
#Completed | #Ready for | #Verified as
(Per Agency) Review Completed
{Per OFOS} (Per 010}
B one Number,. ..~ ki Email Address: ;. O Track
lesse Dolojan (202} 442-8331 Jesse.Dolojan@de.gov Completed
Tony The (202} 442-8294 Tiong. The@dc.gov . .
Elizabeth Jowi (202} 442-8306 Elizabeth.Jowi@dc.gov
Shirley Kwan-Hui {Main) (202} 727-5625 Shirley.Xwan-Hui@dc.gov
-|Melanie Nathan (202} 724-2017 Melanie.nathan@dc.gov
Dravid fennings (202) 727-5316 David.lennings@dc.gov At Risk
Felix Liderman (202) 724-5130 Felix.Liderman @dc.gov

LRIl BAarhen 200 7278703 Bill Machen®de on

‘| Dervel Reed (202) 741-8836 Dervel.Reed@de.gov
.| Tegene Baharu (202) 727-7349 Tegene.Baharu@dc.sov

Phil Peng (202)-727-8472 Phil.Peng@dc.gov

% | PASS: Access to Programs and Data

|Conditions:
1. Failure to consistently restrict privileged and general user access ta key financial applications in accordance with employee job responsibilities or segregation of duties considerations.

2. Inconsistent performance and documentation of both physical and logical user access administration activities, including the approval of new user access and access changes, periodic review of user access rights, including
whether user access is commensurate with job responsibilities, and timely removal of user access upon employee termination.

3. Use of generic accounts to perform system administration or end user functions within key appiications without adequate menitoring contrels over such activities.

“|4. Failure to update the policy that defines the minimum password configuration requirements for the District's Information Technology (IT) systems in approximately seven years. Further, inquiry and inspection.procedures
performed indicate that the policy was not effectively communicated to responsible personnel. Specifically, we determined:

a. The Office of the Chief Technology Officer {OCTO) Password Management Policy, last revised in November 2004, does not require that systems be configured to automatically lock out user accounts after a predefined number of
|invalid log-on attempts.

b. There were various inconsistencies between the requirements outlined in the OCTO Password Management Policy and configurations set within certain applications and their supporting databases and operating systems.

c. There is potentially confusing language around the scape of the policy, which indicates it is to include “all District Government agencies and all users of DC Government computing equipment” when, in fact, the Office of the Chief
- |Financial Qfficer {OCFO} is not under the direction of this policy.

Related to Access to Programs and Data controls, KPMG recommends that management:

a. Assess and update or, as applicable, develop and document access management policies and procedures for preduction applications and underlying infrastructure systems. These policies and procedures should address
requirements for clearly decumenting user access requests and supervisory autharizations, periodic reviews of the appropriateness of user access by agency business management, timely communication of employee
separations/transfers, and disablement/removal of the related user access. Management should formally communicate policies and procedures to control owners and performers. Further, management should institute a formalized
process to monitor adherence to policies and procedures related to key controls and, as performance deviations are identified, follow up as appropriate.

| b. Develop and implement controls that establish organizational and logical segregation hetween program development roles, production administration roles, and business end user roles amang different individuals or,
independently performed monitoring of the activities of users provided with conflicting system access over the activities of the developers (and other individuals) with administrative sccess that require the documentation of
ronitoring activities as well as follow up on any suspicious behavior within the system.




Requesting and approving physical access;

OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PASS
ACTION PLAN STATUS REPORT

AS OF: MAY 28, 2013

Timely disablement/removal of physical access rights during instances of employee separations; and
. Performing periodic reviews of access in consideration of users’ ongoing need to retain physical access, and the modification of any updates required as a result of inappropriate access identified during the review process.

| c. Restrict the use of generic IDs or, if such access is required, implerment independent monitoring of the activities performed using generic IDs.

Ad. Develop and formally document the physical access management policy and pracedures for all server reoms. We recommend that these include, at a minimum, procedural and documentary requiraments for:

! : Description: " ¢ ; ad L start Completi
As part of the datacenter upgrade effort, David lennings 7/1/2012 8/30/2013
T-2012-12): QCTO is implementing and maintaining a
2.1 stricter control of access requirements to the
datacenter floor,
2.2 Removal of Access from other agencies except David Jennings 10/1/2012 12/31/2012 Completed
DGS, MPD and EGM X
2.3 Development of access policies and procedures David Jennings 10/1/2012 12/31/2012 Completed
and maintain relevancy of documentation X
25 Additional physical access and security David Jennings 10/1/2012 9/30/2013
monitering controls will be implemented as
part of the datacenter upgrade project.
2.6 Maintain on-going process of monthly review David lennings 1/2/2013 9/30/2013
of access requests
2.7 Complete follow-up process for users David Jennings 10/1/2Q012 9/30/2013
requesting temporary access and disabling
access of terminated users [ ——
2.8 Complete Training appropriate personnel in the David Jennings 10/1/2012 1/31/2013 Completed
access process request to ensure compliance
and commitment to established policies and X
processes. (Additional Training will be done as
needed throughout the fiscal year.)
For Condition #3 (NFR| Create a “Default_DBA” profile for the DBAs to Felix Liderman 10/9/2012 10/9/2012 Completed
IT-2012-05}): remediate the password requirement condition
31 to administer Oracle database for bath Other: Ajay Damireddy X
PeopleSoft and PASS.
3.2 Testing, procurement and installation of the Bill Machen 5/15/2012 3/4/2013 Completed X
Database Activity Monitoring (DAM) taol.
Other: Felix Liderman




OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PASS
ACTION PLAN STATUS REPQRT

AS OF: MAY 28, 2013
33 Provide audit menitoring of PASS/PeopleSoft Bilf Machen 3/4/2013 9/30/2013
databases, Detect and Maintain On-going
Operaticnal procedures during fiscal year.
Agency: Conditiond 1 does not apply to PASS, only to PeopleSoft (see NFR# IT-2012-07); Condition# 4 has been remediated on August 31st, 2012 as noted in NFR# IT-2012-4 and Yellew Book Report on Pg. A-1 and A-2.
OFOS:
0l0:

| PASS: Program Changes

‘| Conditions:

1. Failure to institute well-designed program change policies that establish procedural and documentation requirements for authorizing, developing, testing, and approving changes to key financial applications and related
nfrastructure softwarel in the production environment.

(2. Incansistent adherence to established program change management procedures, including instances in which changes made to the system were not approved, tested or documented appropriately per the astablished procedures,

3. Failure 1o consistently restrict developer access to the production environments of key financial appiications in accordance with segregation of duties consideratians or, if not feasible, implement independent monitering controls
1to help ensure changas applied to the production environment are authorized.

RECOMMENDATION

Related to Program Change controls, KPMG recommends that management:

| a. Davelop and implement change management processes and cantrols that establish one or more of the fallowing:
" |i- Organizational and logical segregation of program development roles from production system and database administration roles among differant individuals; and

it. Implementation of one or more independently operated monitoring controls over the activities of the develepers (and other individuals) with administrative access that require the documentation of monitoring activities as well
as follow up on any suspicious behavior within the system. Documentation of these monitoring controls should be maintained and include sign-off of the review as wel! as notations as to the appropriateness of the actions taken by
the developers within the database. Further, any suspicious activity, such as modifications to functionality or data without corresponding change request approvals, should be followed-up upan, as necessary.

iii. Additionally, management should centinue to document the performance of User Acceptance Testing (UAT).

b. Configure settings or implement monitoring toois to log changes made to application functionality, including all configuration changes.

B escriptio i A tart ompilefion: OnTrac
Create a “Default_DBA” profile for the DBAs to Felix Liderman 10/9/2012 10/9/2012 Completed
. to remediate the password requirement
For Condition #3 (NFR tondition to administer Oracle database for Other: Ajay Damireddy X
_._..Nowumamw bath PeopleSott and PASS.
Testing, procurement and instalfation of the Bill Machen 5/15/2012 3/4/2013 ‘Completed X
Database Activity Monitoring (DAM) tool,
52 Other: Feljx liderman




OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PASS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Provide audit monitoring of PASS/PeopleSoft Bill Machen 3/4/2013 9/30/2013
databases. Detect and Maintain On-going
Operational procedures during fiscal year.

Agency: Condition# 2 and #3 do not apply to PASS,

QFOS5;

010:

| certify that the infermation presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems wilt be timely notified of any circumstances that
will impede progress or prevent completion of any corrective action plan steps.

{Responsible Agency Representative {Agency Director, Program Manager, Fiscal Staff)

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasonable and appear to fully respend to the deficiencies noted by the independent auditors.

(OFOS Lizison/FCRD Director/Deputy Controller)






OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PEOPLESOFT
ACTION PLAN S5TATUS REPORT
AS OF: MAY 28, 2013

Phionié Numb # Completed | # Ready for | # Verifiedas
; {Per Agency) | Review Completed
: . {Per OFOS) | (Per 010}
"l 1esse Dalojan {202) 442-8331 Jesse.Dolojan@dc.gav Completed
Tany The {202} 442.8294 Tiong. The@de.gov
Elizabeth Jowi {202) 442-8308 Elizabeth Jowi@dc.gov
Shirley Kwan-Hui (Main} {202} 727-5625 Shirley.Kwan-Hui@dc.gov At Risk
| Melanie Nathan {202) 724-2017 Melanig.nathan@dc.gov
David Jehnings {202) ¥27-5316 David Jennings@dc.gov
Felix Liderman (202) 724-5130 Felix.liderman@dc.gov
Bill biach (30217978793 Rill 8ashen @ de pov
N
Dervel Reed (202) 741-8836 Dervel.Reed @de.gov
Tegene Baharu (202) 727-7349 Tezene.Babaru@dec.gov
| Phil Peng [202)-727.8472 Peng@dc.gov

PEOPLESDFET: Access to Programs and Data

Conditions:
1. Failure to consistently restrict p

leged and general user access to key financial applications in accordance with employee job responsibilities or segregation of duties considerations.
2. Inconsistent performanca and documentation of both physical and logical user access administration activities, including the appraval of new user access and access changes, periadic review of Uiser access rights, including

I whether user access is commensurate with job respensibilities, and timely removal of user access upon empleyee termination,

'|3. Use of generic accounts to perform system administration or end user functions within key applications without adequate monitoring controls over such activities.

4. Fallure to update the policy that defines the minimum password configuration requitements for the District’s Information Technology (IT) systems in approximately seven years, Further, inquiry and inspection procedures
performed Indicate that the policy was net effectively communiceted to responsible personnel. Specifically, we determined:

2. The Qffice of the Chief Technology Officer [OCTO) Passward Managemert Policy, last revised in Novernber 2004, does not require that systems be canfigured to automatizally lock out user accounts after a predefined number
of invalid leg-on atternpts.

b, There were various inconsistencies between the requirements autlined in the OCTO Password Management Policy and conflgurations set within certein applications and their supporting datebases and aperating systems,

2| c. There is potentially confusing language around the scope of the paliey, which indicates it Ts to include “alf District Government agencies and all users of DC Government computing equipment” when, in fact, the Office of the
Chief Financial Officer (OCFO) is net under the direction of this policy.

;| Related to Atcess to Programs and Data controls, KPMG recommends that management:

a. Assess ahd Update or, as applicable, develop and document access management policies and pracedures for praduction applications and undetlying infrastructure systems. These palicles and pracedures should address

requirements for clearly documenting user access requests and supervisary authorizations, petiodic reviews of the appropriateness of user access by agency busihess management, timely communication of employee
separations/transfers, and disablement/removal of the related user access. Management should formally communicate policies and procedures to cantrol cwners and performers. Further, management should institute a

| Formaiized process to monitor adherence to policies and procedures related te key controls and, as performance deviatians are identified, follow up as appropriate,

b. Develop and implement controls that establish crganizational and logical segregation between program development rples, preduction administration roles, and business end usar roles among different individuals ar,
ndependently parformed monitoring of the activitles of usars provided with canflicting system access over the activities of the developars {and other individuals) with administretive access that require the documentation of
monttoring activities as well as follew U on any suspicious behavior within the systam.

- Restrict the use of generic IDs oy, if such access is required, implement independent monitaring af the activities performed using generic IDs,

|4. Develop and formally document the physical access management policy and procedures for all server roams, We recommand that these include, ata minimum, procedural and documentary requirements for:
Retuesting and approving physical access;
. Timely djsabl t/remaeval of physical access rights during instances of emplovea separations; and
Performing pericdic reviews of access in consideration of users’ ongoing need ta retain physical access, and the modification of any updates required as a result of inapproptiate access identified during the review process.




OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PEOPLESOFT
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

Develop ERP policy to gavern PeopleSoft
Security Adminstration

10/1/2012

2/19/2013

Completed

Develop technical prozess for remediation of
PeoplaSoft User Security administration

Felix Liderman

10/1/2012

4/17/2013

Completed

1.3

Development of PeoplaSoft Security
Administration Unit in CWITS

10/1/2012

6/30/2013

1.4

Provide quarterly review of PeopleSoft
Application Access

Bill Machen

Qthers: DCHR, OPRS and
other District Agencies

71142013

/3072015

For Condition #2 (NFR IT-
2012-12):
21

As part of the datacenter upgrade effart, OCTQ
is implementing and maintaining a stricter
controi of access requirements to the
datacenter floor

David lennings

7/1/2012

8/30/2013

2.2

Removal of Access from cther agencies except
DGES, MPD and EOM

David Jennings

164172042

23

Development of access policies and procedures
and maintain relevancy of documentation

David Jennings

10/1/2012

Additional physical access and security
monitoring controls will be implemented as part
of the datacenter upgrade project.

David Jennings

10/1/2012

9/30/2013

2.6

Maintaln eh-going process of menthly review of
access requests

David lennings

1/2/2013

9/30/2013

2.7

Complete follow-up process for users
requesting temporary access and disabling
access of terminated users,

David Jennings

10/1/2012

9/30/2013

28

Complete Training appropriate personnel in the
accass process request 1o ensurs compliance
and commitment to established policies and

precessas, [Additional Training will be dene as
neaded thraughaut the fiscal year.}

David Jennings

10/1/2012

/31/2013

Completed

For Condition #3 (NFR IT-
2012-08):
31

Create a *Default_DBA” profile far the DBAs to
to remediate the password requirement
condition to administer Oracle database for
bath PeeplaSeft and PASS.

ix Liderman

Other: Ajay Damireddy

10/8/2012

10/8/2012

Completed

3.2

Testing, procurement and installation of the
Databage Activity Monitoring (DAM)] tool,

Eill Machen

Other: Falix Li

5/15/2012

B/4/20138

Completed




OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PEOPLESOFT
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

33 Provide audit monitaring of PASS/PecpleSoft Bill Machen a/a/2013 9/30/2013
databases. Detect and Maintain On-going
Operational procedures during fiscal year.

Agency: Condition# 4 has been remediated on August 31st, 2012 as noted i NFR# IT-2012-4 and Yellow Book Report an Pg. A-Land A-2.
OFOS:
0l0:

> |PEOPLESOFT: Program Changes

DEFICIENCY #2

Conditions: .
- ... {1 Failure to institute well-designed program change policies that establish procedural and doeumentation requirements for authorizing, developing, testing, and approving changes to key financial applications and related
v |infrastrueture softwared in the production environment.

2. Inconsistent adherence to estal
proceduras,

hed program change management procedures, includin

stances in which changes made to the system were not approved, tested or documented appropriately per the established

3. Failure to consistently restrict developer access to the production enviranments of key financial applicatlans in acesrdance with segregation of duties considerations or, if not feasible, implement independent monitoring
controls to help ensure changes applied to the preduction environment are authorized.

Related to Program Change ¢ontrols, KFMG recommends that management:

a. Develop and implement change management processes and controls that establish ane or mare of the following:
. Organizational and iogical segregation of program development roles from production system and database administration roles among different individuals; and

.| ll. implementation of one or more independently operated monitoring controls over the activities of the developers (and ather individuals) with administrative access that require the documentation of men foring activities as
- [well as follow up an any suspicious behaviar within the system, Documentation of these monitoring controls should be maintained and include sign-off of the review as well as notations as to the appropriateness of the actions
taken by the developers within the database. Further, any suspiclous activity, such as modifications to functionality or data without corresponding change request approvals, shauld be followed-up upen, as necessary.

Additionally, management should continue to document the performance of User Accaptance Testing (UAT).

; ; : ompletio

2012-05); Create a “Default_DBA” profile for the DBAs to Felix Liderman 10/9/2012 10/8/2012 Completed %

Testing, procurement and installation of the 5/15/2012 3/4/2013 Completed X
Database Activity Monitoring (DAM) taol,

3.2
Previde audit menitoring of PASS/Peoplesoft 3/4f2013 9/30/2013
databases, Detest and Maintain On-going
Operational pracadures during fiscal year,
3.3
COMMENTS: - sl R -
Agency: Condition# 2 and #3 do not apply to PASS,
OFO5:
010

{ eartify that the informatlon presented above accurately reflects the status of the Yellow Book corrective actions as of the indieated date. | further cartify that the Office of Financlal Operations and Systems will be timely notified of any clreumnstances that
will impede progress or prevent completion of any corrective action plan steps,

ible Agency Repr (Ageney Directer, Program Manager, Fiscal Staff)

OFQS has reviewed the above corrective action plan and has datermined that the planned messures are reasonable and appearto fully respond to the deficiencies noted by the independent aud tors.




OFFICE OF THE CHIEF TECHNOLOGY OFFICER - PEOPLESOFT
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

(OFCS Lialsen/FCRE Director/Deputy Controlier)






OFFICE OF THE CHIEF FINANCIAL OFFICER - SOAR
ACTEON PLAN STATUS REPORT
AS OF: MAY 28, 2013

# Completed | # Ready for | # Verified as
(Per Agency)| Review Completed
{Per OFOS) | (Per QIO)

Jesse Dolojan (202) 442-8331 Jesse.Dolojan @dc.gov no..:._u_mﬁm@

Tony The {202) 442-8294 Tiong.The@dc.gov 1

Elizabeth towi (202} 442-8306 Elizabeth.lowi@dc.gov

David Pivec Lillian |{202} 478-1424 David.Pivec@dc.gov

Copelin (202) 727-7697 Lillian.Copelin@4dc.gov

izison:

1:Liaison:
ACFO:

ENCY|SOAR: Program Changes

Conditions:
.| 1. Failure to institute well-designed program change policies that establish procedural and documentation requirements for authorizing, developing, testing, and approving changes to key financial applications and
. |related infrastructure softwarel in the production environment.

| 2. Inconsistent adherence to established program change management procedures, including instances in which changes made to the system were not approved, tested or documented appropriately per the
established procedures.

3. Failure to consistently restrict developer access to the production environments of key financial applications in accordance with segregation of duties considerations or, if not feasible, implement independent
monitoring controls to help ensure changes applied to the production environment are authorized.

| Related to Program Change controls, KPMG recommends that management:

a. Develop and implement change management processes and controls that establish ane or more of the following:
k. Organizational and logical segregation of program development roles from production system and database administration roles among different individuals; and

. Implementation of one or more independently operated monitering contrals over the activities of the developers (and other individuals) with administrative access that require the documentation of monitoring
| activities as well as follow up on any suspicious behavior within the system. Documentation of these monitoring controls should be maintained and include sign-off of the review as well as notations as to the
appropriateness of the actions taken by the developers within the database. Further, any suspicious activity, such as modifications to functicnality or data without corresponding change request approvals, should
be followed-up upon, as necessary.

iii. Additionally, management should continue to document the performance of User Acceptance Testing (UAT).

b. Configure settings or implement monitoring tools to log changes made to application functionality, including alt configuration changes.




OFFICE OF THE CHIEF FINANCIAL OFFICER - SOAR
ACTION PLAN STATUS REPORT
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Design and Implement Monltoring Controls over [Lillian Copelin May 12013
Developer activities 2013
2
COMMENTS:
Agency:
OFO0S:

ol0:

| certify that the information presented above accurately reflects the status of the Yellow Book corrective actions as of the indicated date. | further certify that the Office of Financial Operations and Systems wilf be timely

{Responsible Agency Representative {Agency Director, Program Manager, Fiscal Staff)

OFOS has reviewed the above corrective action plan and has determined that the planned measures are reasonable and appear to fully respond to the deficiencies noted by the independent auditors.

(OFOS Liaison/FCRD Director/Deputy Controller)







TACIS
ACTION PLAN STATUS REPORT
AS OF: MAY 28, 2013

# Completed | # Ready for | # Verified as
[Per Agency) Review Completed
hone:Numbe mail Addres .OnTrack2: (Per OF0S) | {Per 010}

Jesse Dolojan {202) 442-8331 Jesse.Dolojan@dc.gov Completed 100%

Tony The {202) 442-8294 Tiong.The@dc.gov

Elizabeth Jowi {202} 442-8306 Elizabeth . fowi@dc.gov

|Loretta Walker {202} 727-4317 Loretta.Walker@dc.gov
Angelique Hayes (202) 673-3341 Angelique.Haves@dc.gov

| TACKS: Access to Programs and Data

~|cond ions:
~11. Failure to consistently restrict privileged and general user access to key financial applications in accordance with employee job respansibilities or segregation of duties considerations.

2. Inconsistent performance and documentation of both physical and logical user access administration activities, including the approval of new user access and access changes, periodic review of user access rights, including
whether user access is commensurate with job responsibilities, and timely remaval of user access upon employee termination.

3. Use of generic accounts to perform system administration or end user functions within key applications without adequate monitoring contrels over such activities.

:|4- Failure to update the policy that defines the minimum password configuration requirements for the District's Infarmation Technelogy (IT) systems in approximately seven years. Further, Inquiry and inspection procedures
|performed indicate that the policy was not effectively communicated to responsible personnel. Specifically, we determined:

.{a. The Office of the Chief Technology Officer {OCTO) Password Management Policy, last revised in November 2004, does not require that systems be configured to automatically lock out user accounts after a predefined
number of invalid log-con attempts.

Jb. There were various inconsistencies between the requirements outlined in the GCTO Password Management Policy and configurations set within certain applications and their supporting databases and operating systems.

c. There is potentially confusing language around the scope of the policy, which indicates it is to include “all District Government agencies and al! users of DC Government computing equipment” when, in fact, the Office of the
Chief Financial Officer (OCFQ} is not under the direction of this policy.

Related to Access to Programs and Data controls, KPMG recommends that management:

a. Assess and update or, as applicable, develop and document access management policies and procedures for production applications and underlying infrastructure systems. These policies and procedures should address
requirements for clearly documenting user access requests and supervisory autharizations, periodic reviews of the appropriateness of user access by agency business management, timely communication of employee
separations/transfers, and disablement/removal of the related user access. Management should formally communicate policies and procedures to control owners and performers. Further, management should institute a
formalized process to monitor adherence te policies and procedures related to key controls and, as performance deviations are identified, follow up as appropriate.

b. Develop and implement controls that establish organizational and logical segregation between program development roles, preduction administration rales, and business end user roles amang different individuals or,
dependently performed monitoring of the activities of users provided with conflicting system access over the activities of the developers {and other individuals) with administrative access that require the documentation of
monitoring activities as well as follow up on any suspicious behavior within the system.
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c. Restrict the use of generic IDs or, if such access is required, implement independent monitoring of the activities performed using generic 1Ds.

d. Develop and formally document the physical access management policy and procedures for all server rooms. We recommend that these include, at a minimum, procedural and documentary raquirements for:

i. Requesting and approving physical access;

Timely disablement/removal of physical access rights during instances of employee separations; and

Performing periodic reviews of access in consideration of users’ ongoing need to retain physical access, and the modification of any updates required as a result of inappropriate access identified during the review process.

escription:
Segregation of duties involving the contract
developer from mitigrating changes to
programs/data into production was

1 implemented. Keely Williams Nov-11 Nov-11| Completed

New procedures were implemented for

2 approving 2ll systems/user access changes. Keely Williarms Feh-11 Febh-11| Completed
Created month reports of all systems/user

3 access changes., Keely Williams Nov-11 . Nov-11| Completed
Reconciles all change requests forms to the -
4 monthly report. Keely Williams Nov-11 Nov-11] Completed
COMMENTS: S e s L o e e e
Agency: Action plan steps 2-4 are on-going since program/user access changes occur frequently.
OFO0S:
o10:

TACIS: Program Changes

Conditions:

1. Failure to institute well-designed program change policies that establish procedural and decumentation requirements for adthorizing, develaping, testing, and approving changes to key financial applications and related
infrastructure softwarel in the production environment.

2. Inconsistent adherence to established program change management procedures, including instances in which changes made to the system were not approved, tested or documented appropriately per the established
procedures.

3. Failure to consistently restrict developer access to the preduction environments of key financial applications in accorda