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Office of the Chief Technology Officer
www.octo.dc.gov
Telephone: 202-727-2277

The mission of the Office of the Chief Technology Officer (OCTO) is
to empower DC government through technology by providing valued
services, advising agencies, and collaboratively governing IT.

Summary of Services
OCTO is the central technology organization of the District of Columbia government. OCTO develops,
implements, and maintains the District’s technology infrastructure; develops and implements major enterprise
applications; establishes and oversees technology policies and standards for the District; provides technology
services and support for District agencies; and develops technology solutions to improve services to
businesses, residents, and visitors in all areas of District government. Combining these services into a
customer-centered, mission-driven organization is the responsibility of the Office of the Chief Technology
Officer.

The agency’s FY 2025 approved budget is presented in the following tables:
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Division Description
The Office of the Chief Technology Officer operates through the following 8 divisions:

Applications – Provides innovative, efficient, and cost-effective application development and operation. This
division applies agile application development practices to ensure on-time and on-budget delivery of both
custom-built and selected off-the-shelf software packages.

This division contains the following 7 activities:
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Customer Experience and Telecom – Centralizes the coordination of end-user-facing IT functions into one
division. This division’s goal is to provide a higher and more uniform level of customer services and user
experience, and to also continuously measure, analyze and improve overall effectiveness and customer
satisfaction.

This division contains the following 3 activities:

DATA – Strives to help agencies capture the greatest value from the District's data by facilitating
stewardship, analysis, and sharing. The data created and managed by the District government are valuable
assets and are independent of the information systems in which the data reside. This team reaches
beyond the District government by making data freely and publicly available to the fullest extent possible
in consideration of privacy, safety, and security.

This division contains the following 3 activities:

• Data Analytics Transparency– specializes in the management and analyses of tabular datasets
including the design and storage of data to optimize the searching, analyzing, and sharing of the datasets
across District agencies. This team provides enterprise data warehousing and extract-transform-load
services to create a centralized hub for the exchange of citywide tabular data. The team also manages the
District's collective investment in Business Intelligence tools and provides training and technical support
to agencies seeking to visualize and analyze data via dashboards and reports. Finally, the team provides
platforms whereby agencies can share those dashboards and reports with decision makers and the public;

• Data Integration Services– Facilities the exchange of data between systems. These include
"service-oriented architecture suites", "enterprise services buses" and "API" gateways. This team pulls
these services into one standalone program, reduces redundancy, and captures economies of scale. It is
through these existing tool sets and protocols that the geographic data and tabular data curated and
managed by the programs above can be most safely and reliably shared across the District government
and with our partners. This capability is being expanded to handle agencies' "big data via a data lake";

• D.C. Geographic Information System (GIS) – provides a geospatial enterprise system comprising
data, tools, training and a cloud-publishing platform to bring map-based analytics and visualization to
District operations, policymaking, and decision-making. The team occupies a mission-critical role in
public safety, economic development, education, transportation, city planning, and other operational
areas. Additionally, the team maintains detailed geographic data sets, including property records,
planimetric and aerial maps, and the District’s Master Address Repository. Importantly, the data is
provided as services that can easily be consumed by agency applications and, when appropriate, by the
public via opendata.dc.gov.
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DC-NET – Provides internet, VoIP, wireless, data center, and data transport services to over 70 District
agencies, 100+ nonprofit locations, and federal customers. The program provides direction and guidance for
the District’s networking, telecommunications, and data center functions and operations, ensuring that reliable
telecommunication services are provided to District government agencies. The team is responsible for
managing the development, design, implementation, maintenance, and expenses of all District government
telecommunications and the network physical plant.

This division contains the following 2 activities:

• Data Center Facilities– maintains the premises for OCTO’s data center sites, including facilities
operations and upgrade, resource allocation and access control, power management, and site security,
with consideration for environmentally friendly solutions; and

• DC-NET Operations– responsible for developing and maintaining computer networks and
troubleshooting any problems that arise. DC-NET manages and implements patches to systems and
hardware; maintains VoIP networks by managing the telecommunications networks; manages the
day-to-day operations by handling unified voice, data, and video services within the District and local
area networks; supports a fiber-optic telecommunications platform serving as the core foundation and
primary backbone conduit of all technology and telecommunications services used by over 39,000
District employees; and manages secure voice, video, and data services throughout the District,
supporting District agencies including DC's public schools, public libraries, community centers, health
clinics, public safety agencies, administrative offices, and District government public Wi-Fi networks.

Information Technology Infrastructure – Centralizes the management, operations and technical services
related to citywide platform and software solutions. The division's goal is to provide a standardized
management and approach of the citywide adoption of the services, while also driving the development and
deployment of the new functionality, platforms and services.

This division contains the following 4 activities:

• Citywide Email and Collaboration – provides collaborative email services, engineering, operations
management, and modernization for the entire District government; manages mobile messaging systems
engineering and operations; delivers more than 1 million email messages daily to 39,000 electronic
mailboxes throughout the District government; completes more than 450 Freedom of Information Act
searches per year; and implements and manages the Citywide Active Directory and Identity
Management systems;

• Citywide IT Operations Monitoring – provides around-the-clock monitoring of critical data, wireless,
and voice network components, along with server and web applications, for the District government;
also provides after-hours and weekend call center services that support multiple agencies. This team also
takes the lead in outage response and coordination;

• Cloud Information Services (ECIS) – delivers a cost-effect, highly available, and scalable
cloud-computing platform capable of meeting the District's current and future demands for servers.
ECIS hosts approximately 2 petabytes of data, 3,000 virtual servers, and 500 shared databases that are
critical to the business operations of over 80 District agencies. ECIS's core technology focus areas
include designing and implementing enterprise-class virtual computing platforms shared/centralized
database services, enterprise storage, backup systems, and links to commercial cloud providers; and
Mainframe Support Services – provides mainframe-based application hosting and server-based,
cross-platform workload automation to several District agencies. For those agencies' mission-critical
applications, the mainframe provides reliable, secure, and efficient computing environments with
sufficient resource capacity to meet their information-processing requirements. Mainframe-based
application hosting services include virtual environments, operating systems, network connectivity,
online transaction processing, databases, security administration, 24X7 monitoring, applications
diagnostic support, performance and tuning, capacity planning, and disaster recovery.
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Information Technology Security – Responsible for the District’s cybersecurity program, which protects the
District from more than 1 billion malicious intrusion events every year, including ransomware, denial of
service, and phishing attacks. OCTO utilizes a defense-in-depth strategy, layering security defenses to reduce
the chance of a successful attack or careless incident. Our layered approach includes minimizing human risk
through required staff training and protocols; continuously investing in next generation threat mitigation
solutions; participating in regional, national, and international information sharing and response coordination;
mandating and executing hardware and software security updates/patching to minimize vulnerabilities; and
monitoring and responding to all the layers above from OCTO’s Security Operations Center.

This division contains the following 4 activities:

• DC One Card Services – manages information security architecture that mitigates security
vulnerabilities within the District government's technology infrastructure; provides a secure application
and network environment for all District government agency systems, ensures compliance with health,
law enforcement, privacy, and other information security regulations; and provides an array of
information security services for all District government agencies and public partners that conduct daily
business activities with the District government. This unit monitors, maintains, and analyzes the District
government's security posture on an ongoing basis by performing proactive threat assessments; performs
security and breach investigations and maintains a District-wide incident and response plan; and
manages, assesses, and responds to cybersecurity threats and incidents through continuous monitoring
and detection;

• IT Governance, Risk Compliance (GRC) – develops, manages, and maintains policies and standards
to provide a structured approach to align IT security with District agencies’ objectives, while effectively
managing risk and compliance; and performs vulnerability and security assessments of applications,
systems and networks. This unit performs internal audits and manages external audits to ensure
compliance with regulatory and privacy requirements. It performs risk assessments and system
authorizations in accordance with the National Institute of Standards and Technology's risk management
framework;

• Security Operations –monitors, maintains, and analyzes the District government’s security posture
through proactive continuous monitoring of events and activities generated by various enterprise
systems; investigates and responds to any and all reported cyber threats by District agencies and/or
external entities; performs response planning; and builds and maintains relationships with federal and
commercial partners to obtain near real-time threat intelligence information to defend and protect
against an evolving threat landscape; and

• Endpoint Engineering and Patching – specializes in developing and implementing strategies to secure
endpoints by developing standard configurations across all endpoints (servers, workstations and network
devices); evaluates, tests and deploys secure systems images to protect the District government’s
technology infrastructure from bad advisories and nation-state threat actors; evaluates, tests, and deploys
systems, applications and network patches across all agencies; enforces compliance controls required by
health, law enforcement, privacy, and other information security regulations; and provides an array of
information security services for all District government agencies and public partners that conduct daily
business activities with the District government.

Agency Management – provides for administrative support and the required tools to achieve operational and
programmatic results. This division is standard for all agencies using performance-based budgeting.

Agency Financial Operations – provides comprehensive and efficient financial management services to, and
on behalf of, District agencies so that the financial integrity of the District of Columbia is maintained. This
division is standard for all agencies using performance-based budgeting.

Division Structure Change
The Office of the Chief Technology Officer has no division structure changes in the FY 2025 approved
budget.
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Note: For more detailed information regarding the approved funding for interagency projects funded within this agency, please
see Appendix H, FY 2025 Interagency Budgets, of the Executive Summary, Volume 1 located on the OCFO’s website.
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Mayor’s Proposed Budget
Increase: In Local funds, OCTO’s proposed budget includes a net increase of $1,814,849 across multiple
divisions to support the agency's core operations in Information Technology (IT) contracts and software and
hardware maintenance. The proposed Local funds budget also includes a net increase of $186,459 across
multiple divisions to support personnel service adjustments, offset by a reduction of 1.0 Full-Time Equivalent
(FTE) to align the budget with projected staffing needs.

In Special Purpose Revenue (SPR) funds, the proposed budget reflects a net increase of $1,442,483, across
multiple divisions, primarily in the DC-Net division, to align the budget for IT hardware and software
maintenance with projected revenues.

The Federal Grant funds proposed budget increase by $889,685 in nonpersonnel services and by $811,016
and 6.0 FTEs in personnel services in the DCNET division to support the DC State Broadband and Digital
Equity Office.

Decrease: OCTO’s Local funds budget proposal reflects a decrease of $14,793 in the Customer Experience
and Telecom division to align telecommunications fixed costs with proposed estimates.

In Special Purpose Revenue funds, the proposed budget includes decreases of $123,275 to align personnel
services with projected revenues; and $364,506 to align telecommunications fixed costs with proposed
estimates in the DC-Net division.

Enhance: OCTO’s proposed Local budget proposal includes several initiatives that aim to move the agency
closer to fulfilling its core mission, which is providing IT enterprise-wide resources and services to the
stakeholders and citizens of the District of Columbia. Those initiatives include: $6,000,000 in the Information
Technology Security division to cover anticipated cost increases in data and platform security software; a
one-time increase of $2,734,176 and 2.0 FTEs in the Applications division, which consists of $1,729,176 and
1.0 FTE to support the development of an Artificial Intelligence (AI) strategy for the District; and $1,005,000
and 1.0 FTE to continue the development and operations of the DC Business Portal; $2,036,763 across
multiple divisions to align the IT Assessment budget with projected service needs; $1,150,000 in one-time
funding, which consists of $650,000 to support risk mitigation; and $500,000 for vulnerability remediation in
the Information Technology Security division; and $500,000 in the Applications division provides licensing
services to cover the operating cost of impact of capital for the Capital IT System.

Transfer-In/Enhance: OCTO’s proposed Local budget also reflects an overall increase of $5,555,100 and
18.6 FTEs across multiple divisions. This proposed adjustment includes increases of $2,129,327 in restoration
costs to the mainframe; $1,975,265 to reflect the transfer of 10.2 FTEs from the Department of Motor
Vehicles; $666,495 to reflect the transfer of 4.3 FTEs from the Office of the Chief Financial Officer;
$624,292 to reflect the transfer of 4.1 FTEs from the Department of Employment Services; and $575,000 and
2.0 FTEs to support the development and operations for the DC.gov 2.0 web platform. These increases are
offset by decreases of $15,296 in vacancy savings; $37,500 to reflect savings in supplies; $93,750 for savings
associated with professional services fees; and $268,733 to reflect the elimination of 2.0 vacant FTEs.
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