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GOVERNMENT OF THE DISTRICT OF COLUMBIA
Office of the Chief Financial Officer

Office of Integrity and Qversight

MEMORANDUM

TO: Buddy Roogow, Executive Director
D.C. Lottery and Charitable Games Control Board

FROM: William J. DiVello, Executive Direc% Z
Office of Integrity and Oversight W«éﬁ
DATE: July 8, 2010
SUBJECT: Final Report on the Follow-Up Audit of “Top Ten Lottery Risks” at the District of

Columbia Lottery and Charitable Games Control Board (No. OIO-10-1-14-
DCLB)

Attached is the final report summarizing the results of the Office of Integrity and Oversight’s
(OI0) follow-up audit of “Top Ten Lottery Risks™ at the District of Columbia Lottery and
Charitable Games Control Board (DCLB).

Our report contains one recommendation for necessary action to correct the described
deficiencies. We received a response to the draft report from the Executive Director of DCLB
on June 23, 2010. The Executive Director’s comments set forth planned corrective actions that
should be responsive to the recommendation. The full text of DCLB’s response is included at
Exhibit B.

We appreciate the cooperation and courtesies extended to our staff during the audit. If you have
questions, please contact Mohamad Yusuff, Director of Internal Audit, at (202) 442-8240 or me
at (202) 442-6433,

ce: Natwar M. Gandhi, Chief Financial Officer, (Government of the Disirict of Columbia
Angell Jacobs, Chief of Staff, OCFO
Tracey Cohen, Chief Operating Officer, DCLB
Gwen Washington, Audit Coordinator, Executive Office, DCLB

1100 4* Street, S.W., Suite 750, Washington DC 20024 (202) 442-6433
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EXECUTIVE DIGEST

OVILERVIEW

The Office of Integrity and Oversight (OIO), Office of the Chief Financial Officer
(OCFO), has completed a follow-up audit of “Top Ten Lottery Risks” identified at the
2005 North American Association of State and Provincial Lotteries (NASPL) Audit
Subcommittee Conference. Our audit objectives were to review DCLB implementation of
recommendations contained in our report entitled “Assessment Review of Top Ten Lottery
Risks at the DCLB,” dated August 1, 2007.

CONCLUSIONS

DCLB implemented 7 of the 10 recommendations contained in a prior OIO report,
“Assessment Review of Top Ten Lottery Risks,” dated August 1, 2007. Implementation of
the three remaining recommendations is contingent upon changeover to the new gaming
system. The prior report revealed that, while DCLB generally had a prevention strategy to
mitigate risk, the agency’s awareness methodology and procedures to address risk were
deficient. Although our findings indicated that work remains to be done, we note evidence
of improvement made by DCLB management.

SUMMARY OF RECOMMENDATIONS AND MANAGEMENT ACTIONS

We directed one recommendation to DCLB management for necessary action to implement the
open recommendations contained in the previous OIO report. The Hxecutive Director of DCLI
provided a written response, dated June 23, 2010, to the draft of this report. We reviewed the
DCLI’s response and consider actions taken and planned to meet the intent of the
recommendation. The full text of the DCLB’s response is included at Exhibit B.

A summary of the potential benefits resulting from the audit is shown at Exhibit A.

0OIO0 No. 10-1-14-DCLB July 8, 2010



INTRODUCTION

BACKGROUND

The "top ten" lottery risks identified at the 2005 North American Association of State and
Provincial Lotteries (NASPL) Audit Subcommittee Conference were:

1.

10.

Players Misled - Players feel being misled by Lottery advertisement of prizes, when most
of the big prizes already being won.

Lottery Not Paid — Lottery retailer agent went bankrupt and the lottery has no priority
claim on the retailer’s assets.

Winners Not Paid — (i) A player bought lottery tickets for a group and for himself, The
drawing is held and a large jackpot has been declared. The player claimed that the
winning ticket is from the ticket that he bought personally. The group disputed this claim
and brought a lawsuit against the player and the lottery; (i) A lottery retail agent claimed
that the winning ticket presented by the player is not a winning ticket and claim the
winning himself,

Consumers Cheated - A player is scammed by a confidence man into buying a bogus
winning ticket.

Retailer Cheated - Agent’s lottery terminal sales report is showing more sales than the
actual sales (gaming software problem).

Drawing Not Fair/Random - (i) Drawing not being random or fair, e.g., the number “39”
has been drawn in five of the last seven drawings; (i) Human error identified during the
drawing process, e.g., the drawing result during the test process is broadcasted to the
public as the results of live drawing process.

Tickets Cannot be Sold - Lost sales because the agent’s terminal is down due to
telecommunication outages.

[nternal Fraud - Lottery insider fraudulently claims the unclaimed lottery prize winnings
before the expiration date.

Data Cormpromised - Lottery T employee altered computer files to make non-winning
scratch tickets into winning scratch tickets.

Wagers are Lost - Gaming System breakdown caused wagers to be not recorded jn the
gaming system.

0OIO No. 10-1-14-DCLB July 8, 2010 1



INTRODUCTION

Recent notable lottery indusiry events related to the above mentioned risk since 2005 are:

1. “How lucky can you get? Lotto clerks uncovered — Datelines’ undercover investigations reveal
some dishonest lottery clerks,” NBC News May 3, 2009.

2. “VA Professor’s Class Action Lottery Lawsuit denied. ...” Associated Press, April 22, 2009.

3. “A 20 million lawsuit against the Indiana lottery for overstating prizes received class-action
status early this month. In Virginia, Washington and Lee University business professor Scott
Hoover is suing the state to compensate the people who spent $85 million for already-claimed
top prizes over a three year period. Virginia changed its policy a year ago and now ends
scratch-off games after the last top prize is awarded, as do California, New York and
Massachusetts....” Rocky Mountain News (a daily newspaper published in Denver, Colorado,
United States from April 23, 1859, until February 27, 2009), July, 11, 2008,

4. “Investigation to probe who wins British Columbia Lottery prizes,” Lottery Post, December 20,
2006.

5. “Canada lottery retailers win major prizes more than public,” Lottery Post December 14, 2006.

Accordingly, the “Top Ten Lottery Risks” are still relevant today as they were in 2005, except
that the risk probability of occurrence and negative publicity impact would vary from one
state lottery to another depending on the current development of events related to the specific
lotiery.

OBIRCTIVES, SCOPE, AND METHODOLOGY

Our follow-up audit objectives were to determine whether DCLB implemented tihe
recommendations contained in our report entitled, “Assessment Review of “Top "l'en Lottery
Risks at the DCLB,” Report No. IA: DCLRB: 2509-C14, dated August 1, 2007, in an effective
and efficient manner. We followed-up on all ten findings and recommendations of the prior
repott.

To accomplish our objectives, we interviewsd appropriate DCLB othicials, reviewed DCLE
operation policies and procedures on the identified risks, and svaluated the procedures for
effectiveness and efficiency. In addition, we perfored certain tests to determine whethsi the
planned corrective actions were adopted, nrplemented, and complied with on a consistent basis.

GIO No. 10-1-14-DCIB Tuly 8, 2010 2



INTRODUCTION

We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit. We believe that the evidence obtained provides a reasonable basis for our
findings and conclusions based on our audit objectives.

PRIOR AUDITS AND REVIEWS

Assessment Review of “Top Tem Lottery Risks at the DCLB,” Report No. IA:
DCLB:2509-C14, dated August 1, 2007. The primary objective of this assessment was to
determine whether DCLB had mitigating controls in place for the “Top Ten” Lottery Risks
noted at the 2005 NASPL Audit Subcommittee Meeting. Our assessment revealed that DCLB
generally had a prcvcnuon strategy to mitigate the noted risks; however, the agency’s
awareness methodology' was deficient and procedures to address risk were msufﬁment In its
response, DCLB concurred with nine (9) of the 10 recominendations contained in the report.
Although DCLB disagreed with one recommendation, it proposed an alternate resolution
which satisfied the intent of the recommendation.

! Methods in place to make the DCLB aware that an unwanted event is occurring, Awarencss methodologies include openness,
continuous monitoring and identifying unwarranted activity.
Source: NASPL 2005 Audit Subcommittee Meeting,

OIG No. 10-1-14-DCLB July 8, 2010 3



FINDINGS

FINDING 1: IMPLEMENTATION OF PAST RECOMMENDATIONS

SYNOPSIS

DCLB implemented 7 of the 10 recommendations contained in a prior OIO report, entitled,
“Assessment Review of Top Ten Lottery Risks,” dated August 1, 2007. Implementation of the
three remaining recommendations is contingent upon changeover to the new gaming system.
The prior report revealed that, while DCLB generally had a prevention strategy to mitigate
risk, the agency’s awareness methodology and procedures to address risk were deficient.
Although our findings indicated that work remains to be done, we note evidence of
improvement made by DCLB management.

DISCUSSION

‘The Table I below provides an abbreviated version of the recommendations reviewed, the
DCLB original response, and the current status of the recommendations.

TABLE 1 - RECOMMENDATIONS REVIEWED

Inient of
Recommendation

DCLB Response

Current Status of Recommendation

Recommeridation 1:
Provide written
standard operating
procedure ( SOP) in
dealing with major
inciclent of
misleading prizes
advertisement
comnlaints

Agreed. Has
implemented a
new wrilten SOP
and new
Complaints
Systemn - Intranet
Quorum (IQQ)
System.

Our follow-up assessment found that DCLB had issued a
revised SOP for handling customer complaints in May 2009.
However, we noted that I0) System does not handle all
complaints. However, the DCLB Complaints Database is to be
upgraded so that complaints are entered into the system by the
original receiver of the complaint.

Cuarrent Status: Remains Open.

Recommendation 2;
Provide written
SOP when
intelligence about
agent’s financial
difficulties is noted.

license renswal
inspections, which
address agenls with
possible financial
difficulties.

Implemented a SOP for

DCLB has implemented the SOP -- whereby the Licensing
Program Analysts lale nole of the level of merchandise available for
sale in agent locations. In the event that the general level of inventories
appear to be low or less than may be expecied, the finding is
docuinented and repoited to the Chief of Licensing Department
within two business days of completion of the inspection and shared
with the relevant Financial Services Dept’s personnel.

Coarrvent Statas: Closed.

0I0 No. 10-1-14-DCLB
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FINDINGS

TABLE I - RECOMMENDATIONS REVIEWED.

and consistent players’
complaints against a
particular retailer
regarding winnings not
being paid.

Intent of
Recomnmendation | DCLB Response Current Status of Recommendation
Recommendation 3: Set forth an SOP on Our follow-up assessment found that DCLB had implemented
Provide written SOP in [Complaints of Winners | a general SOP for handling customer complaints. In addition,
dealing with numerous [Not Paidl. The DCLB has implemented the Claim Processing System

which included in the Winners’ Database for claimants
processed at the claim center. Internal use of this database for
analysis of winnings by questionable insiders has produced
results that enable the Lottery to take pro-active steps that will
mitigate/minimize the non-payments of players’ winning
through fraud.

Current Status: Closed.

Recommendation 4:
Provide written SOP for

Developed a root-cause
analysis SOP for gaming

Our follow-up assessment revealed that DCLB has instituted a
root-cause analysis SOP for gaming softwarc errors. Recent update

Provide written SOP
for dealing with
errors of drawing
procedures,

now has standard
operating procedures
for dealing with errors
of drawing procedures.

dealing with gaming  lsoftware errors. to the Gaming System for the additional multi-state “Mega
software errors. Millions” online game was implemented as scheduled and with
no apparent issues noted.
Current Status: Closed.
Recommendation 5:  [The Draw Department | Our follow-up assessment found that a SOP exists for dealing

with errors of drawing procedures. However, there is a current
cost and benefits study being conducted to determine whether
the Lottery should return to the Ball Drawing Process — if so,
then the SOPs need to be changed to reflect this process.

Cuarrent Status: Closed,

Recommendation 6:
Establish an
automated baseline
measurement of
outages that is

DCLB is including
telecommunication
services & the related
performance stanclards
in the core paming

reported to the
agency’s
management so
that quantifiable
cliim of liquidated
damages could be
made against the

ystem requirements of
its future gaming
system platform.

Our follow-up assessment found that the new gaming sysiem
coniract that was signed on March 31, 2010 has a
telecommunication service level agreement where the vendor
unclertakes to guarantee that the communication network to be
available 99.96% of the time.

Tarreni Status: Closed,

Recormmendation 7:
DCLB expands the

" scope of SAS-70

| review to include
tests of internal
controls that mitigate
the potential of
unclaimed prizes
fraudl

Agreed.

No specific control objective to review the noted urea of tisk
‘was added to the current SAS-70 scope of work. FHowever, the
new Gaming System Contract is due for implementation in FY
2011 and therefore new SAS-70 contract is also due to be
effective at that time. Hence no direct review of internal
controls for mitigating potential unclaimed prizes frand was
implemented at this time.

Cuzrent Status: Remains Open. As noted above, awaiting
the implementation of the new gaming system contract &
hence the new SAS-70 contract.

OIO No. 10-1-14-DCLB
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FINDINGS

TABLE I - RECOMMENDATIONS REVIEWED
Intent of
Recommendation | DCLB Response Current Status of Recommendation
Recommendation 8:  |Agreed. Our follow-up assessment noted that the installation of the
DCLB to implement Claim Processing System and the related “Winners’ Database”
the procedure of has led to a Lottery internal review of questionable repeat
investigating repeat winners and further investigations by the Lottery Security
winners with the Department and the OIO Internal Security Unit.
same personal
identity as soon as Current Status: Closed.
possible.
Recommendation 9:  [Agreed. No specific control objective to review the noted area ofrisk
DCLB expand the was added to the current SAS-70 Scope of Work. However, the
scope of SAS-70 new Gaming System Contractis due for implementation in FY
review to include 2011 and therefore new SAS-70 contract is also due to be
tests of internal effective at that time. Hence no direct review of internal
controls that mitigate controls for mitigating potential unclaimed prizes fraud was
the potential of implemented at this time.
Sciatch Ticket
Alterations. Current Status: Remains Open. As noted above, awaiting
the implementation of the new gaming system contract &
heuce the new SAS-70 coniract.
Recommendation 10: | Agreed Our follow-up assessment found an SOP was promulgated.
Provide written SOP )
in dealing with Current Status: Clesed
major incident of
lost wagers due to
gaming system
failurs,

Recormmendation

11 We recommend that the Executive Director, DCLB take action to implement the open
recommendations in the previous O10 report and provide the OIC with anticipated
coniplstion dates.

Viamagerment Commenis and OID Comments
As noted in DCLB’s response, full implementation of the recommendation will take sffect with
the new gaming system planned for the st quarter of Y 2011. We find DCLB’s planned

action to be responsive to the recomrmendation. The full test of the DCLB response 1s included
at Exhibit B.

OIG No. 10-1-14-DCLB July 8, 2010 o



EXHIBIT A: SUMMARY OF POTENIAL BENEFITS

RESULTING FROM AUDIT
2
=/ £ Type of
,§ Description of Benefits Benefi Agency Reported
g Estimated Status’
=] Completion Date
3
e
Ensures that steps are T
taken to implement gaibliazce L
1 Z and Internal Y 2011 Open
recommendations from R
. Control
previous QIO report,

This column provides the status of a recommendation as of the report date. For final reports, “Open” means management, and

the OIO agree on the action to be taken, but action is not complete. “Closed” means management has advised that the action
necessary to correct the condition is complete. If'a completion date was not provided, the date of management’s response is

used. “Unresolved” means that management has agreed to neither take the recommended action nor propose satisfaciory
alternalive actions to correct the condition.

OIO No. 10-1-14-DCLB

July 8, 2010
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EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

GOVERNVENT OF THE DISTRICT OF COLUMBIA
BE LOTTERY & CRARITABLE CAMES CONTROL BOAED

TO: William J. Divello, Executive Direator
Gifics of hifeptity and Oversight
Offics of theLlief Financial Offiver

FROM:  BuddfHost

BATE: June 23, 2010

SUBJECT:  Draft Report on the Follow-Up Audit-of “Top Ten Lottery Ricks”
(Report No. OI0-10+1+14-DCLE)

Introduction
| Thig merno Is in responss to y;nir Draft Repart ¢n the Follow-Up Audit of “Top
Ten Lottery Risks™ at the DC Lcttery‘and Charitzble Games Cotrol Board (C Lottery
or DCLB) datod May 24, 2010. The original audit dated Beptewtber 15, 2005 was a result
of a Tist of Iotisry visks identified at the 2008 Worth American Assotiation of State and
Provineial Totierles (NASPL) Audit Subsommitiss confersnhoe. The DOLR requested
that OO condupt an audis of the DO ’Lé,tte‘zfy to determing if we were prepared o address
thess risks,

The DCLB mndrially suﬁﬂﬁt‘teé A reaponse 16 the dealt audic on December 15, 2005,
The DCLR sutrinitted a second response sn April 8, 2067 {sitached). W this cuzrent
audit, OID hag acknowledged thet 7 of the 10 rspommendations tave basn mplementsd
by DCLE. Below are aur responses to ihp followup sudit velated to the Tep Ten Lottery

Rigks and the remaining 3 recommendations.

Repowt No, OI0-10-1-14-DCLB
Page |



EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

I you have any guestions, please do nof hesitats to coutact me.

10 Findings: .

1. Provide written standard operating procedure (SOP) in dealing with major
incident of misleading prizes advaitisernont complaints, :

1

JC Crmygnt Stasms-of Ruommentdation; Our. follow-p assessment found
thay DCLB had lssied o vevised SOP for handling customer compluints in
My 2009. Hawever, we npted that 10 System does not handle all
complainis. However, the BCLE Complaints Dascbase is to be upgraded
50 that complaints dre entered into the systein by the original receiver of

the complaint.

Mot all comyplaints are hendled through the IQ systena. The IQ syvtem is prizearily o
surrespendenes toot fhat the majority of owe customers will use ¢o send thelr gueries
or guestisgs 6 var ageney website “Contact Ts? Conseguzuily, sl custoner
Guestions get transmietid to the agency litranct Qaoreta Q) systesr. We may got
a complaint through the 1Q systom; however, i Isvery sporadie. The [ system s a
help desk applieation syster provided and maintained by the Bistrict of Colummbia
Govermmenst. ‘

The BC Lottery is engiueeriag o new castomey contaet couplaints system dhat will
e 8 yingle systerm for afl stalf 4o make use of wikhin DCLB, The new easto T
epmiact compinins system will be an upgrads wver e exintimg corRespondencs
loolfentapladnts system, The néw comact eeraplsintg syotem will bas

& porial based sypstem.

Usens will be able to type varbings fireetly into. the system.

- Al information in $he customer combans cemplainiz system is visthie agency
wide, :

4. Alleviates ve-entry of duplicsic Information into syalens,

-

e g hat

The syateun witl conopleted and rolled st tn ihe ageney by the 4 quarter of 2018,

QIO Tingimys:

24 DCLB expands the seope of SAS- 70 review o include tests of internal conirols
that mitigate the poteniial of mnclsimed prizes feand.

@ OI0 Curvent Sras of Recomm englation: No spegific control objuctive to
review the noted nren af visk was added 10 e correst SAS-70 scopz of

Repost No, GLO-10-1-14-GCLB
Page 2



EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

work. Flowever, the new ganting system contrans is due:for
implementstion in FY 2011 e therefore [a] new SAS-7¢ eontract is also
due to be effsctive at that time, Henee no direct review of internal
wonirolsifor mitigditng poienital wricluimed briaes fraud was implemented

at this timg,
DCLB Resbomse:
LEpense

As noted in OIO’s curvent states, the new geming system contvact will not toke
effect untll FY °11, specifically Novembei 23, 2010, At that time, the DCILB will
have nnother SAS-T0 contraet that-will afdress contrels for mitigating potential
enclalived prizes frand. :

Oi0 Findinos:

3. DB expand tﬁe scope of SAS-70 review to include tests of infernal controls
that mitigate the potential of Serateh ‘Ticket Adterations.

) QIO Curremt Siaus of Recommendition: No specific control objective to
review the noted area of risk was added o the current SAS-70 Scope of
Work. However, the new Gaming: System Contract is due for
implementiition in F¥ 2011 and therefore [a] new SAS-70 contract is also
Hue 2o be effective et that tine, Benee no direct review of internal
CORtrols for mitigating potential [of Serateh Ticket dlterations].

DCLB Response:

As noved la QIOYs curront piatey, the new ganriag systern contvaet wilh uet take
efiect umell TY *11, speelfically November 23, 2000, At thas time, fhe DCLE will
have another SAS-70 comtvari fhet will afdress comirols for anliigatbeg prieniial
meslitmstpuises fand, | '

Roport No, OI0-10-1-14-DCLLB
Page 3



EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

COVERNMENT OF THE DISTIICT OF COLUMEBIA
BC LOTTERY & CHARITABLE CAMES CONTROL BOARD

TO: Sebagtian Lovige, Executive Diventor
Otfice of Integrity and Overdight
Office of the Chief Finaueial Offfcer

FROM:; . Jeanétta A, Michaet
Exeoutive Diregtor

DATE:  April 9, 2007

SUBJECT: Draft Repori on the Assessment Review of the “Top Ten Lottery Risks”
(Report No. IA:DCLB:2509.C14)

Introduetion

This meozo is in response to your Draft Report dated Sepiember 15, 2005 o the
Asgsessment of “Top Ten Lottery ftisks” at the (! Lottery and Charitable Games Control
Board '(1}(;“ Lottery o1 EGLB).‘ Pursnant to # list of lotery risks identified ai the 2005
axth Amezican Assosiation of State and Provineial Lotieries (NASPL) Audit
Subvomtnittew confbrencs, Lrequested that QI condnet an audit of the DC Lattery to
detoroine i we are pregared to adérews these plsks,

The DCLE indtially sv,'xblm"'itad apssponss to the deall avdit on Diecembier 15, 2005,
Bubsequiatly, OI0 staffmeat with DULE staffto distuss the rosponses. It became
apparens that DCLB stafl did not quite understand the issues saised by GI0. Por the et
year, staff continuerf to diseuss the issues ralsed in the draft report. During this fime,
DCLB operations and staff ghanigad. Wit}n'ii the last six monthis, we have been able to get
batl onwack with res@z‘mes-. 1o the dialt report.

FASDCLB:2508-C 14
Page 1



EXHIBIT B: D.C. LOTTERY AND CHARITABLF GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

The IXC Lotiery agrses with wiost of O0°s findings and reeommendafions. 1
have a staff person who is chavged with snspritig that the DCLB regponses are
implemented.

I you have any questions, please doaet hesitate to contact me.

(IO Fingings snd Recommenditions:

il Ne Written Procechires io Respord to Complainis of Mislaoding Priges
Advertisement ;

o Recomuended Action: DCLB should have o written procedure to respond
1 complainiy of misleqding prizes pdvertisement, Players’ compleings
should come to the Customer Service Department that would channel the
complaints to the Legal Depariment for coordingtion and further uction.

DRECLB Resporse:

Management agress with e resuimmeihdation and bes implemented o new wridten
Standard Operating Procefinre {BOP) ahd 2 new Complaints Coldng Sysiem for
handling, decumenting, and tracking comiplaints using the Intranet Quorem (IQ)
Systenr. (See atiachéd.) Our Cnstomer Service Depariment is primarily responsible
for trachking and monitoring the dsposition of all compinints, including complainis
of woislending prizes advertisement,

U10 Fiudings and Recommendations

2. . Ne Writtan Stondwd Cneraling Procedures an Noted dgent’s Financial
Dificuilties.

2 Recommended Acilon: We reeorgmend that DCLB implement standord
aperating provedurey thet ensire eavly actions needed 1o de talien to
mininlzg the Lotiery’s finaneia? expomuras when (ke Lottery obigined

. ntelligence abour agent’s finamelal dyfculting.
2CLS Begnonas:
Arnviats owed to fae Liottery ave am ovdinary bushress risk, Am guzvosy deposit of
8250 iy emough Gor tha aversge vetoller, The Leitery Foaud Raserve shonld proteet
Vitg Lottery frov large reiailer’s finaneial difficulijes. WST reserve jo airendy st 53
wanliom Jevel amd it fy the expermal anditors” recommendation io resopndse the
resesve as addidional vevenme. DULE will build S weserve apady wheh needed.

| [ADCLB2509-C 14
Page 2



CONTROL
XHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES
. BOARD RESPONSE TO DRAFT REPORT

Notwithstending tie above procedres, the Chayitable Canes & Licenging
Department bas myplomenizd o SOF for Heense romewnl ingpestiong, whivh adiress
agents with: possible Binancial dsifieuitios, {Se sftached.y The procedures reguire
that the first line of defénse entell constemnt manitoring by the Sales and Licensing
Department. Cnerently, the Sales Bepartment tells the Fhtancial Specialist, Mike
Brown, about susperted agent’s Snansial frouble Alse ilre gaming software doss
Himit the aperi’s maximum sales capacity, .

&  Findines

d R@c@:mme?g_dgﬁm
3 No Written Procesdyres to Respond tp Complatny of Winnings not Paid,

. Recommended Action: We recommend thot DCLE implement.a Jformal
" (and written) ssondord operating procedure 1o respond 16 smerons wd
consistent players* complaints against a particular retailer regarding
Winnings not being paid

DCLB Besponse:

with MITSL regulations on lottery wismings showld be nn adeguate mitiyation
strategy. DCLB should mot be involved with e disposition of winnings.

Natwithoianding the above stzires, tle BULD bas instieated sm 8O om Complaints
of Winmines Mot Pajd, {Fee-utinched) :

D10 Findin

1. and Recornmendations

4. Mo Wiitten Standare Operating Procadures for Deafitng with Gaming Software
Hrrors. ;
S Recornnended A ctivn: We vrecommend that DCTE alrigd writien standird

aperating provedyes 1o deal with garming software ervor ocowrrence,
DCLB Responss:

DCLB agvees wish the above recomusznded action aud s of Geinber 2605 has
developed & Root-tause Anslysis SOP for gaming seftwars oxvore. (See attnshed)
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EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

5. NoStandard Operatiig Procodure for Deaking with Errars of Drawing
Procedures. i

° Revopmmerded Action: DCLR shoulid lave writien procedures to respond
1o incidents 8f bumem errors serwying during the drawing process,

DCLB Responge: -

Mianagement agrevs with the above u:acnnﬁwmexzdsd artion aud the Deaw Department
uow has standard eperating girvtedures Sor dealing with civors of drawing
procedures, (See attachisd,)

6. NoBaseline Measurement Jor Deuling with Telecommuumication Outages.

o Recommennad dation: We recommend that DCLB establish an auiomated
baseline measwrement of outages thar is reporied 1o the agency’s

. memagemert.so that quantiffable claims of liguidated damages could be
meade against the coniracior. .

DCLB Responge:

This finding wag related to the Jack of pesforianes standards and Hopidates
damages for telecoivmunicstion vutages dnder the former Yorizon comizact, That
psrileular contract expiced in Angust 2006 and telecounmumieniion vervioss
comtinusd under am ripting GTECH contvact, whish alse facks this necessary
eontrasiugl longnage fow the assessment of Higrerated damages,

BCEB iz inclading telecommenication servives in the sore guralng syatem
requirereents of ity fivtmyrs Lol systorn platform. The BFF for the fitburs garing,
sysigin i3 wnder develvpueant and wil coniain the nesessary performance standards
amd] Niggnatod damages clanses, simd move spscifieally, the vequiremsnt fo baseline fhe
telechmmeniontion servipe,

QI0 Findings and Recommendaviony

7. SAS-70 Procedurss tid not invinde Tesis af Faternaf Cowirols that Mitigate
Potential Unclaimed Prizes Frenad

~

® Recommended Aciipn; ‘We recommend thar DCLE expened tha scops of

SAS-70 review tp cover ihe above mizationed figud visk

FRCLB2509-Cta
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EXHIBIT B: D.C. LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

DCLE agress that an enmwal veview of viluerability in these areas bs required,
However, internal contrals puishde the exisiing Scope of Work wilt reguire 1 new
contract, The current contract has an gdditions! twe Option Years before
explvation, st which e BCLB will expand $he SOW to address internal controls
that mifigate potential watinbmed prive fiaud. Additionally, POLE’s COTR will
request that the Office of Contracts modify the curvent comtyact biluterally to
include thess internal conitvols for-¢hie nexkt Q{simn Years. The COTR wil! work
with the Contraeting Ofiffcér to resoivie this fssue o or before July 1, 2087,

8. Procediwa to dnvestigate Winners with the same SSN has not been Implemented

a Recorumnended detion: Wa recommend thos DULB implement the
procedure of investigating repeat winviers with the same personal identity
s soon (s pogsible.

DBCLB Respomse:

DCLE dgvées with the reeouimenddd action, TCLIs Seenrlly Departusnt ks
implemented Staudard Opersting Procodares for investigating repeat winmers with
the same personal identity. (See attached.)

Q&Fﬁx@g‘n gs and Regomnmendations

9, EAS-70 Procecures did not Bichude Tears of Taivsnnd Controly that Mitigaie she
Possibility of Scrateh Tickets dlferations.

w Recommended dctipn: We raceminend that DCLE expond the scope of
Ss-70 review to covey the afbmw mmentioned froud visk.

DCLB Response:

DOLE agrees that o enmund review of volwerabilily in thave areas may be compmred.

Huoweyer, din Suet fhn e Serateh Tiekwt sevvies fu n m}m’ & SEPBErAtd comitaed u el

sexviced by a differems vendor, mitigaies de risk thet LT personascl eon aliexr
Selentific Gavans’ ‘(dﬂuf& to rale now-wiheniuyg seeateh Hekeds bnlo winning Hokeis.

BCLB will Emwvzﬁgfafw expanding the SOW for tuurs SAS-788 to inctude tosting
fatermal etintraly relivved 86 sorntelr fiolket Prond, iw aﬂclmm, B wwill resenrch
Basi-Practices for SAS T8y for sab-service ergrnizations, ke Selentific Gamen’
seratel tholed sarvives, The COTR will wouk with: e Contracting Offesr iv resolye
this issae om or befose July 1, 2007,
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EXHIBIT B: D.C.LOTTERY AND CHARITABLE GAMES CONTROL
BOARD RESPONSE TO DRAFT REPORT

10, No Written Starndard Qperuting Proiedures to Deslwitl Lottery's Lost Wagers
Due to Gaming Systein Fallure.

» Recommended Agtion: We ricotmmend thet DELR tmplement v standard
(encd written) opérating procedure to deal with incidenis of lost wagers
die 10 gaming system fatlure

DICLB Response; |

DCLB agrees with iis Anding and e IT Pepurtiment is developing ayi SOP that
will identlly incidents of lost wagers, The SOP, which will be complated by April 30,
2807, wilk eali for notifying the Lottery’s Exeswtive Offic, Pinance and Légal
Departments for resolnting,
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